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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC 4TC

The main task of the joint technical committee is to prepare Internati Js. Praft International
Standards adopted by the joint technical committee are circulated to\nationa ies oting. Publication as

ay be the subject of patent
patent rights.

Attention is drawn to the possibility that some of the ele
rights. ISO and IEC shall not be held responsible for ide

ISO/IEC 29100 was prepared by Join j itt@lSO FC JTC 1, Information technology,
Subcommittee SC 27, IT Security technidgu
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Introduction

This International Standard provides a high-level framework for the protection of personally
identifiable information (PII) within information and communication technology (ICT) systems. It is
general in nature and places organizational, technical, and procedural aspects in an overall privacy
framework.

The privacy framework is intended to help organizations define their py . safeguarding
requirements related to PllI within an ICT environment by:

- specifying a common privacy terminology;

- defining the actors and their roles in processing PlI;
- describing privacy safeguarding requirements; and
- referencing known privacy principles.

that process PIl, it is
a common understanding

the increasing number of information and
important to have international information

achieve compliance with the yarious ay
and distrust from arising by hantli [

- atechnical reference architecture;

- the implementation and use of specific privacy technologies and overall privacy management;

- privacy controls for outsourced data processes;

- privacy risk assessments; or

- specific engineering specifications.
Some jurisdictions might require compliance with one or more of the documents referenced in
ISO/IEC JTC 1/SC 27 WG 5 Standing Document 2 (WG 5 SD2) — Official Privacy Documents

References [3] or with other applicable laws and regulations, but this International Standard is not
intended to be a global model policy, nor a legislative framework.
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Information technology — Security techniques — Privacy
framework

1 Scope

This International Standard provides a privacy framework which

- specifies a common privacy terminology;
- defines the actors and their roles in processing personally id€
- describes privacy safeguarding considerations; and

- provides references to known privacy principles for ir

information and communication technglogy s or s s\where privacy controls are required
for the processing of PII.

O
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