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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the representative organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISQ and IEC, also
take part in the work. In the field of information technology, ISO and IEC have g hed a joint
technical committee, ISO/IEC JTC 1.

International Standards adopted by the joint technical committee are cire Natedo na ional bodies for
voting. Publication as an International Standard requires approval b east 75 % of the national

ISO/IEC 13335-1 was prepared by Joint Techni nittee [SO/IEC JTC 1, Information
technology, Subcommittee SC 27,/K Securi

This first edition of ISO/IEC

eplaces ISO/IEC TR 13335-1:1996 and
ISO/IEC TR 13335-2:1997, i

ally revised.

ISO/TEC 13335 consists of the\fo A der the general title Information technology —

Security techniques — Mang 9 wation and communications technology security:

— Part 1: Concep wformation and communications technology security
management,

— Part 2: Techniques for~mformation and communications technology security risk management

ISO/IEC 13335-2, when published, will cancel and replace ISO/IEC TR 13335-3:1998 and
ISO/TEC TR 13335-4:2000. ISO/IEC TR 13335-5:2001 is currently under revision. In the course of
the revision process it will be merged with ISO/IEC 18028-1. When it is published,

ISO/TEC 18028-1 will consequently cancel and replace ISO/IEC TR 13335-5:2001.
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Introduction

ISO/IEC 13335-1, Information technology — Security techniques — Management of
information and communications technology security — Part 1: Concepts and models for
information and communications technology security management, is the first in a series that
deals with the management aspects of planning, implementation and operations, including
maintenance, of information and communications technology (ICT) security.

éntion on concepts and models for managing
security. This Part contains:

o an overview of ICT security management functions (Clause 6).

The information provided in ISO/IEC 13335-1 may not be directly applicable to all
organizations. In particular, small organizations are not likely to have all the resources available
to completely perform some of the functions described. In these situations, it is important that the
basic concepts and functions are addressed in an appropriate manner for the organization. Even
in some large organizations, some of the functions discussed in this part may not be
accomplished exactly as described.

ISO/IEC 13335 is organized into two parts.

Part 1 (ISO/IEC 13335-1 Information technology — Security techniques — Management of information

© ISO/IEC 2004 — All rights reserved \
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and communications technology security — Part 1: Concepts and models for information
and communications technology security management) provides an overview of the
fundamental concepts and models used to describe the management of ICT security.

Part 2 (ISO/IEC 13335-2 Information technology — Security techniques - Management of

information and communications technology security - Part 2: Techniques for information and
communications technology security risk management, to be published) describes securlty risk
management techniques appropriate for use by those involved with management g

Note that Parts 3, 4 and 5 are Technical Reports. As noted in the Foreword

Part 4 (ISO/IEC TR 13335-4 Information technelogy—Secuxi chniques - Guidelines for the
management of Information Technology security - Part\4: otion of safeguards) provides
guidance for the selection of safeg pported by the use of baseline
models and controls. It also descfibes.hgw tht ents’the security techniques described in
Part 2, and how additional ass be usgd for the selection of safeguards

Part 5 (ISO/IEC TR 13 i hnolegy — Security techniques - Guidelines for the
management of Informat S seourityy— Part 5: Management guidance on network
security) provides guida i
) dance supports the identification and analysis of the
guld be taken into account to establish network security

requirements. Ipalso\co ta1 s a\briefMntroduction to the possible safeguard areas.
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Information technology — Security techniques — Management
of information and communications technology security —

Part 1:
Concepts and models for information and communications
technology security management

1 Scope

ISO/IEC 13335 contains guidance on the management of [

that allows the tailoring of
management style.
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