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FOREWORD
The International Electrotechnical Commission (IEC) is a worldwide organizatio for S 7 ecOmprising
all national electrotechnical committees (IEC National Committees). is to promote

ronic fields. To
Specifications,
eferred to as "IEC
ommittee interested

international co-operation on all questions concerning standardization in
this end and in addition to other activities, IEC publishes Internations
Technical Reports, Publicly Available Specifications (PAS) ana
Publication(s)"). Their preparation is entrusted to technical comn
in the subject dealt with may participate in this prepa governmental and
non-governmental organizations liaising with the IEC alsq D . IEC collaborates
closely with the International Organization for Standardjzatic in accqrdance with conditions determined
by agreement between the two organizations

between any IEC

the latter.

IEC itself does not’proOvid atte ta ion of £onformity. Independent certification bodies provide conformity
assessment services \ a¢cess to IEC marks of conformity. IEC is not responsible for any
services carried gut b ation bodies.

3 es and IEC Natlonal Comm|ttees for any personal injury, property damage or
other damage &f any~nature\ whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising € publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn te_the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

This redline version of the official IEC Standard allows the user to identify the changes
made to the previous edition. A vertical bar appears in the margin wherever a change
has been made. Additions are in green text, deletions are in strikethrough red text.
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International Standard IEC 61162-450 has been prepared by IEC technical committee 80:
Maritime navigation and radiocommunication equipment and systems.

This second edition of IEC 61162-450 cancels and replaces the first edition published in 2011
and Amendment 1:2016. This edition constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) network traffic filtering based on IGMP snooping added;
b) network traffic balancing added;

c) new encapsulation of IEC 61162-3 PGNs added;

d) new alternative for binary file transfer added: TCP/IP baged ' nex H of
IEC 62388:2007 on radars;

e) general authentication tag "a:" added to support managing o

The text of this International Standard is based on the foIIo&oc m

FDIS R;pﬁm\%ﬁ@\
80/880/FDIS ( 80(8“875/}?%\
is
N

%

| ter@io Standard can be found in

stability date indicated ebsife under "http://webstore.iec.ch" in the data related to
the specific docuthent. Mt this da ¢ document will be

e amended.

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

1 Scope

provisions for trans
radar and VDR,

e This docume
Ethernet networ
infrastructure ).

qguifements only for equipment interfaces. By specifying
IEC 61162-1 sentences, IEC 61162-3 PGN messages and

e This document _permits equipment using other protocols than those specified in this
document to share a network infrastructure, provided that it is supplied with interfaces
which satisfy the requirements described for ONF-{see-4-6).

e This document includes provisions for filtering of the network traffic in order to limit the
amount of traffic to manageable level for each individual equipment.

This document does not contain any system requirements other than the ones that can be

|nferred from the sum of |nd|V|duaI equment requwements#has,—te—aseeFtaM—s&Lstem

- An associatéd standard,
IEC 61162-460, further addresses system requirements.
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60825-2, Safety of laser products — Part 2: Safety of optical fibre communication systems
(OFCS)

IEC 60945, Maritime navigation and radiocommunication equipment and systems — General
Requirements — Methods of testing and required test results

IEC 61162-1:2016, Maritime navigation and radiocommunication eq
Digital interfaces — Part 1: Single talker and multiple listeners

IEC 61162-3:2008, Maritime navigation and radiocommunica
Digital interfaces — Part 3: Serial data instrument network

ISOC RFC 792, Internég

RFC 793:1981,

ISOC RFC
(include |

ISOC RFC 2236, Intefnet Group Management Protocol, Version 2

ISOC RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6
Headers

ISOC RFC 3376, Internet Group Management Protocol, Version 3
ISOC RFC 5000, Internet Official Protocol Standards, Standard 0001
ISOC RFC 5227, IPv4 Address Conflict Detection

ISOC RFC 5424, The Syslog Protocol

NMEA 0183:2008, Standard for interfacing marine electronic devices, Version 4.00
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NOTE The standards of the Internet Society (ISOC) are available on the IETF websites http://www.ietf.org. Later
updates can be tracked at http://www.rfc-editor.org/rfcsearch.html.

@%
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

FOREWORD

all national electrotechnical committees (IEC National Committees).
international co-operation on all questions concerning standardization in
this end and in addition to other activities, IEC publishes Internatio

Technical Reports, Publicly Available Specifications (PAS) and
Publication(s)"). Their preparation is entrusted to technical comari
in the subject dealt with may participate

ronic fields. To
¢ Specifications,
eferred to as "IEC
ommittee interested
governmental and
IEC coIIaborates

whatsoever, whether direct or indirect, or for costs (mcludmg legal fees) and

expenses arisi publication, use of, or reliance upon, this IEC Publication or any other IEC

Publications.

8) Attention is drawn te_the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61162-450 has been prepared by IEC technical committee 80:
Maritime navigation and radiocommunication equipment and systems.

This second edition of IEC 61162-450 cancels and replaces the first edition published in 2011
and Amendment 1:2016. This edition constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) network traffic filtering based on IGMP snooping added;
b) network traffic balancing added;
c) new encapsulation of IEC 61162-3 PGNs added;
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d) new alternative for binary file transfer added: TCP/IP based on Annex H of
IEC 62388:2007 on radars;

e) general authentication tag "a:" added to support managing of cyber security risk.

The text of this International Standard is based on the following documents:

FDIS Report on voting
80/880/FDIS 80/885/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directi

stability date indicated on the IEC website under "ht
the specific document. At this date, the document wi
e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this pv gvat a later date.
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

1 Scope

provisions for transmission of generahdata blc i e), for example between radar
and VDR, and also includes provis 1 t dlstrlbut|on of information formatted
according to IEC 61162-3, for exa i ahd other measurements

e This document is limitg (network nodes) connected to a single
Ethernet network gonsi sl level) bne or two devices and cables (Network

infrastructure).

e This docum only for equipment interfaces. By specifying
protocols for -1 sentences, IEC 61162-3 PGN messages and
general binary 4 8_¥equirements will guarantee interoperability between
equipment img ~ is document as well as a certain level of safe behaviour of the
equipment jts

e This docu insludes provisions for filtering of the network traffic in order to limit the
amount of traffi manageable level for each individual equipment.

This document does not contain any system requirements other than the ones that can be
inferred from the sum of individual equipment requirements. An associated standard,
IEC 61162-460, further addresses system requirements.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60825-2, Safety of laser products — Part 2: Safety of optical fibre communication systems
(OFCS)
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IEC 60945, Maritime navigation and radiocommunication equipment and systems — General
Requirements — Methods of testing and required test results

IEC 61162-1:2016, Maritime navigation and radiocommunication equipment and systems —
Digital interfaces — Part 1: Single talker and multiple listeners

IEC 61162-3:2008, Maritime navigation and radiocommunication equipment and systems —
Digital interfaces — Part 3: Serial data instrument network

IEEE Std 802.3-2015, IEEE Standard for Ethernet
ISOC RFC 768, User Datagram Protocol, Standard STD0006

ISOC RFC 791, Internet Protocol (IP), Standard STD0005 (and upda

ISOC RFC 792, Internet Control Message Protocol (ICMP), Sta pdates)
RFC 793:1981, Transmission Control Protocol (TCP)

ISOC RFC 826, An ethernet Address Resolution Pro

ISOC RFC 2474, Defi

Headers
ISOC RFC 3376, I;t

ISOC RFC 5000,
ISOC RFC e\Syslog Protocol

NMEA 0183:2008, Standard for interfacing marine electronic devices, Version 4.00

NOTE The standards of the Internet Society (ISOC) are available on the IETF websites http://www.ietf.org. Later
updates can be tracked at http://www.rfc-editor.org/rfcsearch.html.
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