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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEM CONTROL AND ASSOCIATED COMMUNICATIONS -

Data and communication security

FOREWORD

1) The IEC (International Electrotechnical Commission) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of C is to promote

entrusted to technical committees; any IEC National Committee interested j with may
participate in this preparatory work. International, governmental and non-governmen izati liaising
with the IEC also participate in this preparation. The IEC collaborates e i érnational
Organization for Standardization (ISO) in accordance with conditions deg i nt between the
two organizations.

2) The formal decisions or agreements of the IEC on technical m4

3) The documents produced have the form of recommendations for i
of standards, technical specifications, i
Committees in that sense.

4) In order to promote international unificatton,

5) The IEC provides no marklng procedure to\indi

6) Attention is drawn to the po

The main task o
a technical com

data of a different
for example “stat

IEC 62210,
Power syste

Enquiry draft Report on voting
57/613/DTR 57/630/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until 2006.
At this date, the publication will be

* reconfirmed;

* withdrawn;

+ replaced by a revised edition, or

+ amended.

A bilingual version of this technical report may be issued at a later date.
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POWER SYSTEM CONTROL AND ASSOCIATED COMMUNICATIONS -

Data and communication security

1 Scope and object

This Technical Report applies to computerised supervision, control, metering, and protection
systems in electrical utilities. It deals with security aspects related to communication protocols
used within and between such systems, the access to, and use of the systems.

NOTE This report does not include recommendations or criteria development associated with
issues.

physical security

Realistic threats to the system and its operation are discussed.
consequences of intrusion are exemplified. Actions and
the current situation are discussed but solutions are to be
work items.

2 Overview

e terrorist threat of tripping a critical breaker
ymmunication link has been neglected. There is
at ensure that the control command comes from

by a faked SCA co
no function in th
an authorised source

The deregulat electri as imposed new threats: knowledge of the assets of a
competitor a of his system can be beneficial and acquisition of such

The communication ‘proteCols and systems need protection from advertent and inadvertent
intruders, the more the protocols are open and standardised and the more the communication
system is integratedsin the corporate and world-wide communication network.

This Technical Report discusses the security process of the electrical utility. The security
process involves the corporate security policy, the communication network security, and the
(end-to-end) application security.

The security of the total system depends on secure network devices, i.e. the security of any
device that can communicate. A secure network device has to be capable of performing ‘safe’
communication and of authenticating the access level of the user. Intrusive attacks have to be
efficiently detected, recorded and prosecuted as part of an active audit system.

The threats are analysed based on possible consequences to a system, i.e. what is the worst
that could happen if an illicit intruder has ambition and resources? The vulnerability of a utility
and its assets are analysed together with the threats.
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Having shown that there exists threats to vulnerable points in the systems of electrical utilities
the countermeasures are discussed with special focus on the communication protocols
defined by IEC Technical Committee 57: the IEC 60870-5 series, the IEC 61334 series, the
IEC 60870-6 series and the IEC 61850 series.

Proposals on new work items to include security aspects in these protocols are given.

3 Reference documents

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references,.the latest edition
of the referenced document (including any amendments) applies.

IEC 60870-5 (all parts), Telecontrol equipment and systems — Part 5; protocols

IEC 60870-6 (all parts), Telecontrol equipment and systems — protocols

compatible with ISO standards and ITU-T recommendations

Model: The Basic Model

ISO 7498-2:1989, Information processing syste pen Systems Interconnection — Basic
Reference Model — Part 2: Security Arc ite%

ISO/IEC 10181-1:1996
frameworks for open s

ISO/IEC 10181-
frameworks for opée

ISO/IEC 15408-3, Information technology — Security techniques — Evaluation criteria for IT
Security — Part 3: Security assurance requirements
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