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INTERNATIONAL ELECTROTECHNICAL COMMISSION

SAFETY OF MACHINERY -
SECURITY ASPECTS RELATED TO FUNCTIONAL
SAFETY OF SAFETY-RELATED CONTROL SYSTEMS

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for stahdardization comprising
all national electrotechnical committees (IEC National Committees). The object| of IEC\ is to promote

this end and in addition to other activities, IEC publishes International Standaxds,

Technical Reports, Publicly Available Specifications (PAS) and Guides "IE(f
Publication(s)"). Their preparation is entrusted to technical committees; an terested
in the subject dealt wrth may partrcrpate in this preparatory work P ental and non-

with the International Organization for Standardization (ISO) i e i iti determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matte 2 as possible, an international
consensus of opinion on the relevant subjects since eac i S i{tee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recomm
Publications is accurate, IEC cannot be K
misinterpretation by any end user.

4) In order to promote international uniformi

.JIndependent certification bodies provide conformity
marks of conformity. IEC is not responsible for any

National Committees for any personal injury, property damage or
whether direct or indirect, or for costs (including legal fees) and
use of, or reliance upon, this IEC Publication or any other IEC

The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

Technical Report IEC TR 63074 has been prepared by IEC technical committee 44: Safety of
machinery — Electrotechnical aspects.

The text of this Technical Report is based on the following documents:

DTR Report on voting
44/842/DTR 44/843/RVDTR

Full information on the voting for the approval of this Technical Report can be found in the
report on voting indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

colour printer.
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INTRODUCTION

Industrial automation systems can be exposed to security attacks due to the fact that:

— access to the control system is possible, e.g. re-programming of machine functions
(including safety);

— "convergence" between standard IT and industrial systems is increasing;

— operating systems have become present in embedded systems, e.g. IP-based protocols
are replacing proprietary network protocols and data is exchanged directly from the
SCADA network into the office world;

— software is developed by reusing existing third party software components;

— remote access from suppliers has become the standard way of operations aintenance,

operation of a machine.

NOTE 1 The risk potential of attack opportunities is significant
the amount of known vulnerabilities. Security objectives are mai

the requirements for safety integrity, (.
IEC 61508 or Performance Level (PL) 4

NOTE 2 In order to&nsure\ ity\objectives, IEC>62443-3-3 defines and recommends security requirements
("foundational requiremepts"Xto be fifi 2 wWant system.

NOTE 3 The overall sg Overed in this standard, further information is provided e.g. in
IEC 62443 (all parts) ) 1

NOTE 4 4
(all parts), for example in 62443-2-1:2010, 4.3.3.3. Physical security means for example control (restriction) of
access by means of physicgl obstruction.
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SAFETY OF MACHINERY -
SECURITY ASPECTS RELATED TO FUNCTIONAL
SAFETY OF SAFETY-RELATED CONTROL SYSTEMS

1 Scope

This Technical Report gives guidance on the use of IEC 62443 (all parts) related to those
aspects of security threats and vulnerabilities that could influence functional safety
implemented and realized by safety-related control systems (SCS) and cg ead to the loss
of the ability to maintain safe operation of a machine.

NOTE 1 For example, an attack on a machine (safety function) such that it affects the i eymachine
and can result in a safety function being bypassed.

(security breach);

— influence on the safety characteristi
function(s);

NOTE 2 For other aspects of security threats(and
apply.

g provisions of the IEC 62443 (all parts) can

%ra'litl

document. For dated references, only the edition
& latest edition of the referenced document (including

2 Normative refere

The following d
content constitu

cited applies. For und

ISO 12100:
risk reduction

ISO 13849-1:2015, Safety of machinery — Safety-related parts of control systems — Part 1:
General principles for design
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