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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison with ISO and IEC, also take part in the work.

International Standard ISO/IEC 10118-1 was prepared b
technology, Subcommittee SC 27, IT Security tet

This second edition cancels and replaces the fi
revised to add a general model for hash-fu

ISO/IEC 10118 consists of thé
techniques — Hash-functions

— Part 1: General

Part 2: Hash-function
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Information technology — Security techniques — Hash-functions —

Part 1:
General

1 Scope

tication, integrity and

ISO/IEC 10118 specifies hash-functions and is therefore applicable to the provisio
3 of bits, using a

non-repudiation services. Hash-functions map arbitrary strings of bits to a
specified algorithm. They can be used for

- reducing a message to a short imprint for input to a digital signature
- committing the user to a given string of bits without revealing this

NOTE - The hash-functions specified in this part of ISO/IEC
these hash-functions may be used, in conjunction with-s

2 Normative references

The following normative *
this part of ISO/IEC 1@

publications do not apply:
investigate the possibilit

undated references, th €
maintain registers of currently\valid Int

national Standards.

ISO/IEC 9797 (alMpaits),Ninformation technology — Security techniques — Message Authentication Codes (MACS).
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