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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Subcommittee SC 27, IT Security techniques.

This third edition cancels and replaces the se itis SO/IEC 13888-1:2004), which has been
technically revised.

ISO/IEC 13888 consists of the folfg eneral title Information technology — Security
techniques — Non-repudiation:

— Part 1: General
— Part 2: Mechanisms usin

—  Part 3: Mechanisms u
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Introduction

The goal of a non-repudiation service is to generate, collect, maintain, make available and verify evidence
concerning a claimed event or action in order to resolve disputes about the occurrence or non occurrence of
the event or action. This part of ISO/IEC 13888 defines a model for non-repudiation mechanisms providing
evidence based on cryptographic check values generated using symmetric or asymmetric cryptographic
techniques.

Non-repudiation services establish evidence; evidence establishes accountability Tegarding a particular event

optionally, additional data:

— Secure envelopes are generated by an evidence geperati
techniques.

— Digital signatures are generated by an eviden
asymmetric techniques.

— non-repudiation of origin,
— non-repudiation of delivery,

— non-repudiation of submission,

— non-repudiation of transport.

Additional non-repudiation services mentioned in this part of ISO/IEC 13888 are:
— non-repudiation of creation,

— non-repudiation of receipt,

— non-repudiation of knowledge,

— non-repudiation of sending.
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Information technology — Security techniques —
Non-repudiation —

Part 1:
General

1 Scope
This part of ISO/IEC 13888 serves as a general model for
mechanisms using cryptographic techniques. ISO/IEC 13888 £
following phases of non-repudiation:

— evidence generation;

— evidence transfer, storage and retriex
— evidence verification.

Dispute arbitration is outside the scope of

2 Normative referensc

pensable for the application of this document. For dated
or undated references, the latest edition of the referenced
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