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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further~maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval critexjia needed for
the different types of document should be noted. This document was drafted/in“accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directivesy.

Attention is drawn to the possibility that some of the elements of thig’docuwent may be tife subject
of patent rights. ISO and IEC shall not be held responsible for iden¥ifying~3 all Such patent
rights. Details of any patent rights identified during the developr \5 Y

Introduction and/or on the ISO list of patent declarations receiye

expressions related to conformity assessment\a
World Trade Organization (WTO) principles i
URL: www.iso.org/iso/foreword.html.

This document was prepared
Subcommittee SC 27, IT Securi

This third edition cancels\and
technically revised. It i

ISO/IEC 14888-3:2006/Amd

— “B” has been changed to™ ’” in 6.7.1, 6.7.4.4 and 6.7.4.5;

— the reference has been changed in 6.9.1;
— the code for K has been changed in F.9.2.4.
Alist of all parts in the ISO/IEC 14888 series can be found on the ISO website.
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Introduction

Digital signature mechanisms can be used to provide services such as entity authentication, data
origin authentication, non-repudiation and data integrity. A digital signature mechanism satisfies the
following requirements.

— Given either or both of the following two things:
— the verification key, but not the signature key;
— aset of signatures on a sequence of messages that an attacker has adaptively chosen;

it should be computationally infeasible for the attacker

— to produce a valid signature on a new message,

— torecover the signature key;

— it should be computationally infeasible, even for the sig
same signature.

NOTE1 Computational feasibility depends on the specifi
NOTE 2 Insome applications, producing

signature key is allowed. One example of st
signature mechanism as specified in ISO/IEC 3

€ key, any two signatures produced for the same message are always
is said to be deterministic (or non-randomized) (see ISO/IEC 14888-1 for

— when, for a givenmessage and signature key, any two applications of the signature process produce
(with high probability) two distinct signatures, the mechanism is said to be randomized (or non-
deterministic).

The mechanisms specified in this part of ISO/IEC 14888 are all randomized.
Digital signature mechanisms can also be divided into the following two categories:

— when the whole message has to be stored and/or transmitted along with the signature, the
mechanism is termed a "signature mechanism with appendix" (such mechanisms are the subject of
ISO/IEC 14888);

— when the whole message, or part of it, can be recovered from the signature, the mechanism is
termed a "signature mechanism giving message recovery" (ISO/IEC 9796 specifies mechanisms in
this category).

The verification of a digital signature requires access to the signing entity’s verification key. It is, thus,
essential for a verifier to be able to associate the correct verification key with the signing entity, or more
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precisely, with (parts of) the signing entity’s identification data. This association between the signer’s
identification data and the signer’s public verification key can either be guaranteed by an outside entity
or mechanism, or the association can be somehow inherent in the verification key itself. In the former
case, the scheme is said to be “certificate-based.” In the latter case, the scheme is said to be “identity
based.” Typically, in an identity-based scheme, the verifier can calculate the signer’s public verification
key from the signer’s identification data. The digital signature mechanisms specified in this part of
ISO/IEC 14888 are classified into certificate-based and identity-based mechanisms.

NOTE 3  For certificate-based mechanisms, various PKI standards can be used as the basis of key management.
For further information, see ISO/IEC 9594-8 (also known as X.509), ISO/IEC 11770-3 and ISO/IEC 15945.

The security of a signature mechanism is based on an intractable computational problem, i.e. a problem
for which, given current knowledge, finding a solution is computationally infeasible, such as the
factorlzatlon problem and the dlscrete logarithm problem This part of ISO/IEC 14888 sp ec1f1es digital

NOTE4  The first edition of ISO/IEC 14888 grouped identity-based mechz
certificate-based mechanisms into ISO/IEC 14888-3, with both parts covering mech AisKs based
discrete logarithm and the factorization problems. Since the second egditieq % ub 1shd the mechamsms

This part of ISO/IEC 14888 includes 12 mechanisms, two o C 14888-3:1998, three
of which were from ISO/IEC 15946-2:2002 angd\three g dded, in ISO/IEC 14888-3:2006
The Elliptic Curve Russian Digital Signature Algeritd ree mechanisms based on

The mechanisms specified in this part of ISO/JEC ision resistant hash-function to hash
the message being signed (possibl C 10118 specifies hash-functions

The International Orgamza 1on for , 50) and International Electrotechnical
Commission (IEC) draw atte at itis/claimed that compliance with this part of

ISO/IEC 14888 may involye th
The ISO and IEC take no@ i i avidence, validity and scope of these patent rights.

The holder of these pate d the ISO and IEC that he is willing to negotiate licences
under reasonable and ~ etms and conditions with applicants throughout the world.
In this respect, the(state older of this patent right is registered with the ISO and IEC.
Information regarding relevant patents'is given in the following:

Attention is drawn to the possibility that some of the elements of this part of ISO/IEC 14888 may be the
subject of patent rights other than those identified above. ISO and IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents
relevant to their standards. Users are encouraged to consult the databases for the most up to date
information concerning patents.

NOTES5 The mechanisms of EC-DSA, EC-GDSA. EC-RDSA and EC-FSDSA may be vulnerable to a key substitution
attack.[10] The attack is realized if an adversary can find two distinct public keys and one signature such that
the signature is valid for both public keys. There are several approaches of avoiding this attack and its possible
impact on the security of a cryptographic system. For example, the public key corresponding to the private
signing key can be added into the message to be signed.
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Information technology — Security techniques — Digital
signatures with appendix —

Part 3:
Discrete logarithm based mechanisms

1 Scope

This part of ISO/IEC 14888 specifies digital signature mechanisms w
based on the discrete logarithm problem.

whose security is

This part of ISO/IEC 14888 provides
— ageneral description of a digital signature with append
— avariety of mechanisms that provide digital signa

For each mechanism, this part of ISO/IEC 14888

— the process of generating a pair of'k
— the process of producing signature

— the process of verifying.signatures.

2 Normative refe

The following d@e b
indispensable forN\its a
references, the latesf\e

ISO/IEC 10118
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