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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

, Information technology,
>O/IEC 15408 is published by the
Common Criteria Prolect Sponsoring Or§anisati iteria for Information Technology Security
Evaluation. The common XML publications can be found at
http://www.commoncriteriaportal.org/cc/

This third edition cancels and replace
technically revised.

techniques — Evz@)
— Part 1: Introductiq

the following:
— terminology: correction for the terms "security problem" and "security domains";

— clause 8.3: explanation of strict conformance, removal of former Figure 4.
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Introduction

ISO/IEC 15408 permits comparability between the results of independent security evaluations. ISO/IEC 15408
does so by providing a common set of requirements for the security functionality of IT products and for
assurance measures applied to these IT products during a security evaluation. These IT products may be
implemented in hardware, firmware or software.

The evaluation process establishes a level of confidence that the security functionality of these IT products
and the assurance measures applied to these IT products meet these requirements. The evaluation results
may help consumers to determine whether these IT products fulfil their security needs.

to carefully check the products, properties and
meaningful results. Additionally, purchasers of e
context to determine whether the evaluated pro
needs.

integrity, and availability, reSpecti ely 1S¢
of these three. ISO/IEC 1|s q ing from human activities (malicious or otherwise) and
to risks arising from non-htimp SHWti IT security, ISO/IEC 15408 may be applied in other
areas of IT, but makes no claim i

a) ISO/IEC 154
measures not rela d directly*to the IT security functionality. However, it is recognised that significant
security can often beachieved through or supported by administrative measures such as organisational,
personnel, physical, and procedural controls.

b) The evaluation of some technical physical aspects of IT security such as electromagnetic emanation
control is not specifically covered, although many of the concepts addressed will be applicable to that
area.

c) ISO/IEC 15408 does not address the evaluation methodology under which the criteria should be applied.
This methodology is given in ISO/IEC 18045.

d) ISO/IEC 15408 does not address the administrative and legal framework under which the criteria may be

applied by evaluation authorities. However, it is expected that ISO/IEC 15408 will be used for evaluation
purposes in the context of such a framework.
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e) The procedures for use of evaluation results in accreditation are outside the scope of ISO/IEC 15408.
Accreditation is the administrative process whereby authority is granted for the operation of an IT product
(or collection thereof) in its full operational environment including all of its non-IT parts. The results of the
evaluation process are an input to the accreditation process. However, as other techniques are more
appropriate for the assessments of non-IT related properties and their relationship to the IT security parts,
accreditors should make separate provisions for those aspects.

f)  The subject of criteria for the assessment of the inherent qualities of cryptographic algorithms is not
covered in ISO/IEC 15408. Should independent assessment of mathematical properties of cryptography
be required, the evaluation scheme under which ISO/IEC 15408 is applied must make provision for such
assessments.

ISO terminology, such as "can", "informative", "may", "normative", "shall" and "shauld" used throughout the
document are defined in the ISO/IEC Directives, Part 2. Note that the term "should" has.an additional meaning
applicable when using this standard. See the note below. The following itipr_is gl
“should” in ISO/IEC 15408.

should

necessarily required.” (ISO/IEC Directives, Part 2).

NOTE ISO/IEC 15408 interprets “not necessarily requi
justification of why the preferred option was nojthosen.

O
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Information technology — Security techniques — Evaluation
criteria for IT security —

Part 1:
Introduction and general model

1 Scope

Part one provides an overview of all parts of ISO/IEC 1
standard; defines the terms and abbreviations to be u

organization of copipgne
given in ISO/IEC 18045 af

Part 2: Security functional components

ISO/IEC 15408-3, Information technology — Security techniques — Evaluation criteria for IT security —
Part 3: Security assurance components

ISO/IEC 18045, Information technology — Security techniques — Methodology for IT security evaluation
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