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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

ISQ/IECJTC 1, Information technology,

The governmentabeargapizations listed below contributed to the development of this version of the Common
Criteria for Information” Technology Security Evaluations. As the joint holders of the copyright in the Common
Criteria for Information Technology Security Evaluations, version 3.1 Parts 1 through 3 (called CC 3.1), they
hereby grant non-exclusive license to ISO/IEC to use CC 3.1 in the continued development/maintenance of
the ISO/IEC 15408 international standard. However, these governmental organizations retain the right to use,
copy, distribute, translate or modify CC 3.1 as they see fit.

Australia/New Zealand: The Defence Signals Directorate and the Government Communications
Security Bureau respectively;

Canada: Communications Security Establishment;

France: Direction Centrale de la Sécurité des Systemes d'Information;
Germany: Bundesamt fiir Sicherheit in der Informationstechnik;

Japan: Information Technology Promotion Agency;
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Netherlands:
Spain:
United Kingdom:

United States:

This is a preview - click here to buy the full publication

Netherlands National Communications Security Agency;
Ministerio de Administraciones Publicas and Centro Criptolégico Nacional;
Communications-Electronic Security Group;

The National Security Agency and the National Institute of Standards and
Technology.

@%
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Introduction

Security assurance components, as defined in this part of ISO/IEC 15408, are the basis for the security
assurance requirements expressed in a Protection Profile (PP) or a Security Target (ST).

These requirements establish a standard way of expressing the assurance requirements for TOEs. This part
of ISO/IEC 15408 catalogues the set of assurance components, families and classes. This part of
ISO/IEC 15408 also defines evaluation criteria for PPs and STs and presents evaluation assurance levels that
define the predefined ISO/IEC 15408 scale for rating assurance for TOEs, whieh_is called the Evaluation
Assurance Levels (EALSs).

products. ISO/IEC 15408-1 provides additional information on the farget ! IEG 15408, and on
the use of IEC 15408 by the groups that comprise the target audiepte, S\M&

a)
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Information technology — Security techniques — Evaluation
criteria for IT security —

Part 3:
Security assurance components

1 Scope

This part of ISO/IEC 15408 defines the assurance requirements of ISO/IEC 15408. It includes the evaluation

evaluation of PPs and STs.

2 Normative references

ISO/IEC 15408-1, Information technology
Introduction and general model

ISO/IEC 15408-2, Information technology

Security functional compon%
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