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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO
and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IE

techniques — Cryptographic techniques based on elliptic cur e
— Part 1: General

— Part 3: Key establishment
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Introduction

One of the most interesting alternatives to the RSA and F(p) based cryptosystems that are currently available
are cryptosystems based on elliptic curves defined over finite fields. The concept of an elliptic curve based
public-key cryptosystem is quite simple.

— Every elliptic curve over a finite field is endowed with an addition "+" under which it forms a finite abelian
group.

— The group law on elliptic curves extends in a natural way to a "discrete &
of the elliptic curve.

possible for elliptic curve based public-key
stem or the classical discrete logarithm based

pa
under reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this
respect, the statements of the holders of these patent rights are registered with the ISO and IEC. Information
may be obtained from:

ISO/IEC JTC 1/SC 27 Standing Document 8 (SD 8) “Patent Information”

SD 8 is publicly available at: http://www.ni.din.de/sc27

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights other than those identified above. ISO and IEC shall not be held responsible for identifying any or all
such patent rights.
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INTERNATIONAL St1ANDARD "ISO/IEC 15946-1:2008(E)

Information technology — Security techniques — Cryptographic
techniques based on elliptic curves —

Part 1:
General

1 Scope

ISO/IEC 15946 specifies public-key cryptographic techniques b ipti ves. These include the

This part of ISO/IEC 15946 describes the mathematical Hackground eneral techniques necessary for
implementing any of the mechanisms described in other partsof 6 and other ISO/IEC standards.
The scope of this part of ISO/IEC 15946 is aphic techniques based on elliptic curves
defined over finite fields of prime power i dses of prime order and characteristic

two). The representation of elements of the underlying the field is not of prime order (i.e. which

complying with this part of 18
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