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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Subcommittee SC 27, IT Security techniques.

ISO/IEC 18028 consists of the following parts, u
techniques — IT network security:

— Part 2: Network security architéc
— Part 3: Securing communica
— Part 4: Securing rem

The following parts are ung

— Part 1: Network securi;
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Introduction

The telecommunications and information technology industries are seeking cost-effective comprehensive
security solutions. A secure network should be protected against malicious and inadvertent attacks, and
should meet the business requirements for confidentiality, integrity, availability, non-repudiation,
accountability, authenticity and reliability of information and services. Securing a network is also essential for
maintaining the accuracy of billing or usage information as appropriate. Security capabilities in products are
crucial to overall network security (including applications and services). However, as more products are
combined to provide total solutions, the interoperability, or the lack thereof, will define the success of the
solution. Security must not only be a thread of concern for each product or sefwice, but must be developed in

follows:

— in ISO/IEC 18028-1, to define and describe the
guidance on, network security — including on he

dealt with

possible control
ISO/IEC 18028);

in subsequent parts of

gateways;

— in ISO/IEC - i iquies for securing remote access;

ISO/IEC 18028 apyone involved in owning, operating or using a network. This includes senior
manager§ and\othe on -technical managers or users, in addition to managers and administrators who have
specific respansibijti ormation Security (IS) and/or network security, network operation, or who are

responsible for aQ_organjzation's overall security programme and security policy development.

ISO/IEC 18028-2 is relevant to all personnel who are involved in the planning, design and implementation of
the architectural aspects of network security (for example IT network managers, administrators, engineers,
and IT network security officers).

ISO/IEC 18028-3 is relevant to all personnel who are involved in the detailed planning, design and
implementation of security gateways (for example IT network managers, administrators, engineers and
IT network security officers).

ISO/IEC 18028-4 is relevant to all personnel who are involved in the detailed planning, design and
implementation of remote access security (for example IT network managers, administrators, engineers, and
IT network security officers).

ISO/IEC 18028-5 is relevant to all personnel who are involved in the detailed planning, design and

implementation of VPN security (for example IT network managers, administrators, engineers, and IT network
security officers).
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Information technology — Security techniques — IT network
security —

Part 3:
Securing communications between networks using security
gateways

1 Scope
This part of ISO/IEC 18028 provides an overview of different teshniquie ecuritp\gateways, of components
and of different types of security gateway architectures: ides “guidelines for selection and

Although Personal Firewalls make use of simi iques, @y arg outside the scope of this part of

helping the user choose the arch

IT managers, system administrators, netwprk admini and IT security personnel. It provides guidance in
i e}
requirements. %

ISO/IEC 1 : S atioh technology — Security techniques — IT network security — Part 4:
Securing X
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