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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Subcommittee SC 27, IT Security techniques.

ISO/IEC 18033 consists of the following parts, sperak title Information technology — Security
techniques — Encryption algorithms:

— Part 1: General

— Part 2: Asymmetric ciphers

— Part 3: Block ciphersQ

— Part 4: Stream cipher: %
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Introduction

ISO/IEC 18033 is a multi-part International Standard that specifies encryption systems (ciphers) for the
purpose of data confidentiality. The inclusion of ciphers in ISO/IEC 18033 is intended to promote their use as
reflecting the current ‘state of the art’ in encryption techniques.

The primary purpose of encryption (or encipherment) techniques is to protect the confidentiality of stored or

transmitted data. An encryption algorithm is applied to data (often called plaintext or cleartext) to yield
3 algorithm should be

perhaps, its length.

»
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Information technology — Security techniques — Encryption
algorithms —

Part 1:
General

1 Scope

ISO/IEC 18033. The nature of encryption is introduced, and certai
are described. The criteria used to select the algorithms specifi
defined in Annex A.
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