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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Subcommittee SC 27, IT Security techniques.

Legal notice

The National Institute of Standa hereby grant non-exclusive license to ISO/IEC to
use the NIST Special Public \ tion Systems (SP800-31) in the development of the
ISO/IEC 18043 Internati Standard. How ST retains the right to use, copy, distribute, or modify
the SP800-31 as they sesijt.
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Introduction

Organizations should not only know when, if, and how an intrusion of their network, system or application
occurs, they also should know what vulnerability was exploited and what safeguards or appropriate risk
treatment options (i.e. risk transfer, risk acceptance, risk avoidance) should be implemented to prevent similar
intrusions in the future. Organizations should also recognize and deflect cyber-based intrusions. This requires
an analysis of host and network traffic and/or audit trails for attack signatures or specific patterns that usually
indicate malicious or suspicious intent. In the mid-1990s, organizations began to use Intrusion Detection

préducts can assist an
by device within the overall

outsourcing their intrusion detection cap8 BS. i sourcing service level agreements can
be found in the IT Service Management (I ~ g
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Information technology — Security techniques — Selection,
deployment and operations of intrusion detection systems

1 Scope

preparing\to deploy Intrusion
erations of IDS. It also

This International Standard provides guidelines to assist organizations |
Detection System (IDS). In particular, it addresses the selection, deploypie
provides background information from which these guidelines are derived:
This International Standard is intended to be helpful to

a) an organization in satisfying the following requirements g

b) an organization in implementing cont

— Systems should be
fault Iog )

ognize that deploying IDS is not a sole and/or exhaustive solution to satisfy or meet
the above-cited requirements. Furthermore, this International Standard is not intended as criteria for any kind
of conformity assessménts, e.g., Information Security Management System (ISMS) certification, IDS services
or products certification.
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