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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for i rther maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different gpproval criteria needed for
the different types of document should be noted. This document was drafted\in atcordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/dir)e/c\t\i

rights. Details of any patent rights identified during the
Introduction and/or on the ISO list of patent declarations

This second edition cantels.a apla irst edition (ISO/IEC 19785-3:2007), Clauses 13 and
15 of which hav e (XML patron format). Minor updates have been made
throughout the :

— Part 3: Patron format specifications

— Part 4: Security block format specifications
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Introduction

Biometric-based authentication systems and applications are expected to support multiple biometric
devices and multiple biometric data formats. The Common Biometric Exchange Formats Framework
(CBEFF) promotes interoperability of biometric-based application programs and systems developed by
different vendors by facilitating biometric data interchange.

ISO/IEC 19785-1:2006 defines the following items that enable standardized biometric data interchange:
a) a 3-partstandardized structure for biometric information records (BIRs) consisting of:

1) standardized biometric headers (SBHs);

2) biometric data blocks (BDBs, which can be standardized or proprietary

3) optional security blocks (SBs);

b) variations of the 3-part structure to support BIRs containing:
1) only one SBH, one BDB, and possibly one SB (simple BIRs);

2) more than one BDB along with the SBHs necessary t0 encqQde ructure and some

number of SBs (complex BIRs);

c) more than 20 data elements and their asseciated qbs

> @itha can be used in an SBH to
describe attributes of a BDB within a BIR{as well@s attfibutes

ofthelBIR itself;

d) the concept of a CBEFF patron format (but ISO/IES 19 :2006does not itself define any patron

content of a particular, standardized

e) the concept of a CBEFF p tro ( G andards organization that has registered
with the Biometric Regist A itikand\declared its intention to define CBEFF patron format
specifications;

f) the concept of the B@ icRegistration Authority (RA), which is the mechanism by which unique

tandards organizations, vendors, and others) that create

identifiers are assigned (
(ISO/IEC 19785-2:2006 defines the responsibilities and

BDB formats and C
operations of the

g) CBEFF data gleme \C) 8 e] that support, within the SBH, the unique identifiers assigned by
the Biometti¢c R2 femetric organizations, BDB formats, biometric products, capture devices
feature extract comparison algorithms, quality algorithms, compression algorithms

Patron formats can be specified in other standards documents and registered in the CBEFF Registration
Authority (see ISO/IEC 19785-2:2006), for example, there is a registered patron format specified in
ISO/IEC 9834-1:2006. For a complete list of registered patron formats, consult the CBEFF Registration
Authority web site.

This part of ISO/IEC 19785 specifies a number of CBEFF patron formats that are considered to be
of general utility in a variety of domains of use. Additional SC 37 patron format specifications can
be published as new clauses in future amendments to this part of ISO/IEC 19785, or in other SC 37
International Standards.

The CBEFF patron format type unambiguously identifies the CBEFF patron format within the scope of
the CBEFF patron format owner. The CBEFF patron format type is unambiguous within the scope of an
ASN.1 Object Identifier (see ISO/IEC 9834-1) that identifies the Biometric Registration Authority (see
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ISO/IEC 19785-2:2006). That ASN.1 Object Identifier (OID) is itself globally unambiguous within the
scope of all ASN.1 Object Identifiers, which forms a widely-used global name-space.

NOTE ASN.1 Object Identifiers are used by ITU-T, ITU-R, the UPU, many ISO, and IEC Standards, to identify
some IETF MIME types, and for many other purposes. (These acronyms have not been spelled out, as the precise
identification of these organizations is not relevant to this International Standard.)

The combination of the Biometric Registration Authority OID, the CBEFF patron format owner, and the
CBEFF patron format type forms a larger ASN.1 OID that provides an unambiguous identification of
the CBEFF patron format. This part of ISO/IEC 19785 specifies, for each CBEFF patron format that it
defines, the ASN.1 OID that unambiguously identifies that CBEFF patron format.
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Information technology — Common Biometric Exchange
Formats Framework —

Part 3:
Patron format specifications

1 Scope

This part of ISO/IEC 19785 specifies and publishes registered
ISO/IEC 19785-1) defined by the CBEFF patron ISO/IEC JTC 1/SC<
CBEFF patron format types (see ISO/IEC 19785-2) and resulting fu

2 Conformance

conforms to this specification if and only iRit i
Object Identifier.

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization, security and
commands for interchange

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for
interchange

ISO/IEC 7816-11, Identification cards — Integrated circuit cards — Part 11: Personal verification through
biometric methods

ISO 8601, Data elements and interchange formats — Information interchange — Representation of dates
and times

© ISO/IEC 2015 - All rights reserved 1


https://webstore.iec.ch/publication/23242&preview

This is a preview - click here to buy the full publication

ISO/IEC 19785-3:2015(E)

ISO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic
notation — Part 1

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER) — Part 1

ISO/IEC 8825-4:2008, Information technology — ASN.1 encoding rules: XML Encoding Rules (XER) —
Part 4

ISO/IEC 10646, Information technology — Universal Coded Character Set (UCS)

ISO/IEC 19785-1:2006, Information technology — Common Biometric Exchange Formats Framework —
Part 1: Data element specification

[SO/IEC 19785-2, Information technology — Common Biometric Exchange Formats.| qrk — Part 2:

Procedures for the operation of the Biometric Registration Authority

ISO/IEC 24787, Information technology — Identification cards — On-card bio

O
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