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Preface

The Open Group

The Open Group is a global consortium that enables the achievement of business objectives
through IT standards. With more than 400 member organizations, The Open Group has a diverse
membership that spans all sectors of the IT community — customers, systems and solutions
suppliers, tool vendors, integrators, and consultants, as well as academics and researchers — to:

e  Capture, understand, and address current and emerging requirementsyand establish
policies and share best practices

o  Facilitate interoperability, develop consensus, and evol
open source technologies

e ang tegrate specifications and

e  Operate the industry’s premier certificatio

on development of Open Group
technical studies, certification anmd

the OTTF and approved by The Open Group, through The Open Group
process. There are two distinct elements that should be understood with
Standard: the O-TTPF (Framework) and the O-TTPS (Standard).

respect Q_thj

The O-TTPF (Framework): The Framework is an evolving compendium of organizational
guidelines and best practices relating to the integrity of Commercial Off-the-Shelf (COTS)
Information and Communication Technology (ICT) products and the security of the supply chain
throughout the entire product life cycle. An early version of the Framework was published as a
White Paper in February 2011 (see Referenced Documents). The Framework serves as the basis
for this Standard, future updates, and additional standards. The content of the Framework is the
result of industry collaboration and research as to those commonly used commercially
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reasonable practices that increase product integrity and supply chain security. The members of
the OTTF will continue to collaborate with industry and governments and update the Framework
as the threat landscape changes and industry practices evolve.

The O-TTPS (Standard): The O-TTPS is an open standard containing a set of guidelines that
when properly adhered to have been shown to enhance the security of the global supply chain
and the integrity of COTS ICT products. It provides a set of guidelines, requirements, and
recommendations that help assure against maliciously tainted and counterfeit products
throughout the COTS ICT product life cycle encompassing the following phases: design,
sourcing, build, fulfillment, distribution, sustainment, and disposal.

Using the guidelines documented in the Framework as a basis, the OTTF is taking a phased
approach and staging O-TTPS releases over time. This staging will consist of standards that

address specific threats or market needs.

The Standard is aimed at enhancing the integrity of COTS

governments and commercial customers worldwide
and sourcing strategies that reward those ven
requirements and recommendations.

Note:  Any reference to “providers” ig

the Stan
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Trademarks

ArchiMate®, DirecNet®, Jericho Forum®, Making Standards Work®, OpenPegasus®, The Open
Group®, TOGAF®, and UNIX® are registered trademarks and Boundaryless Information Flow™,
Build with Integrity Buy with Confidence™, Dependability Through Assuredness™, FACE™,
Open Platform 3.0™, Open Trusted Technology Provider™, and The Open Group Certification
Mark™ are trademarks of The Open Group.

All other brands, company, and product names are used for identificati
be trademarks that are the sole property of their respective owners.

purposes only and may

&
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1 Introduction

This chapter introduces this Standard — the Open Trusted Technology Provider Standard (O-
TTPS) — and the normative terminology that should be understood in relation to specific
requirements and recommendations found in Chapter 4 of this document.

1.1 Objectives

The Open Trusted Technology Provider Standard (O-TTPS) is a set\of guidekines, requirements,

reduced risk of acquiring maliciously tainted or counterfeit pr& ‘ chnojogy acquirer.
Documenting best practices that have been taken fropa™ ; of Wature industry

providers, rigorously reviewed through a consensus process, andestab ag requirements and
recommendations in this Standard, can provide siggifica a o establishing a basis to
reduce risk. A commitment by technology providers, Taxge a al, suppliers of hardware and
software components, and integrators to adopt this St is a sommitment to usmg speC|f|c

(COTS) Information and Com umcatlo ackr products. This Standard is detailed
and prescriptive enough to bé useful g 4
accreditation process to provid sura i_is being followed in a meaningful and
repeatable manner.

1.2 Overview

specifi e
produc s
tainted and

e-Cycle includes the work it does designing and developing products,
chain aspects of that life cycle, collectively extending through the

for example, a counterfeiter producing a fake printed circuit board assembly
yriginal linkage to the Original Equipment Manufacturer (OEM) — the practices
detalled in“the Standard will provide some level of mitigation. An example of such a practice
would be the use of security labeling techniques in legitimate products.

The two major threats that acquirers face today in their COTS ICT procurements, as addressed in
this Standard, are defined as:

1. Maliciously tainted product — the product is produced by the provider and is acquired
through a provider’s authorized channel, but has been tampered with maliciously.

Open Trusted Technology Provider™ Standard (O-TTPS), Version 1.1 1
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2. Counterfeit product — the product is produced other than by, or for, the provider, or is
supplied to the provider by other than a provider’s authorized channel and is presented as
being legitimate even though it is not.

Note:  All instances, within this standard, of the use of the words: taint, tainted, tainting, refer
to maliciously taint, maliciously tainted, and maliciously tainting, respectively.

Trusted Technology Providers manage their product life cycle, including their extended supply
chains, through the application of defined, monitored, and validated best practices. The product’s
integrity is strengthened when providers and suppliers follow the requirements and
recommendations specified in this Standard. The industry consensus reflected here and in the
Open Trusted Technology Provider Framework (O-TTPF) draws from the following areas that
are integral to  product integrity:  product development/englneermg, secure
development/engineering, and supply chain security. Additionally, integrity and supply
chain security are enhanced by following practices among supplig 'ng partners, providers,

Ideally, the g
widely
throug

For this v

Technology Providers. Another way is to not knowingly support the “grey market”,
realizing that if an acquirer elects to receive hardware or software support from grey
market suppliers, it is at their own risk and generally outside of the influence of the

legitimate provider.

e  This Standard is not meant to be comprehensive as to all practices that a provider should
follow when building software or hardware. For a more comprehensive set of foundational

Open Group Standard (2014)
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best practices that a provider could implement to produce good quality products, readers
can refer to the O-TTPF White Paper.

e  This version of the Standard does not apply to the operation or hosting infrastructure of
on-line services, but can apply to COTS ICT products in as far as they are utilized by
those services.

This Standard complements existing standards covering product security functionality and
product information assurance, such as ISO/IEC 15408 (Common Criteria).

1.3 Conformance

The OTTF intends to develop conformance criteria and create a
Program for the Open Trusted Technology Provider Standard (O-
constituents with an interest in supply chain security. Withe

sreditation Policy and
[PS) as a_useful tool for all
the (assqciate

° Providers and practitioners to make and
Standard

° Acquirers to specify and s
Standard

The O S
parties,

Standard.

1.4

ifdes a set of terms and their definitions, which should be used when describing
ythe Standard requirements and recommendations specified in Chapter 4 of this
pse terms are aligned with ISO/IEC Directives, Part 2 (Annex H).

Shall Indicates an absolute, mandatory requirement of the Standard that has to be
implemented in order to conform to the Standard and from which no
deviation is permitted. Do not use “must” as an alternative for “shall”. (This
will avoid any confusion between the requirements of a document and
external statutory obligations.)

Open Trusted Technology Provider™ Standard (O-TTPS), Version 1.1 3
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1.5

Shall not

Should

Should not

May

Can

Future Directions

Indicates an absolute preclusion of the Standard, and if implemented would
represent a non-conformity with the Standard. Do not use “may not” instead
of “shall not” to express a prohibition.

Indicates a recommendation among several possibilities that is particularly
suitable, without mentioning or excluding others, or that a certain course of
action is preferred but not necessarily required.

Indicates a practice explicitly recommended not to be implemented, or that a
certain possibility or course of action is deprecated but not prohibited. To
conform to the Standard, an acceptable justification must be presented if the
requirement is implemented.

Indicates an optional requirement to be implemen
practitioner. Do not use “can” instead of “may’)

d at-the discretion of the

bext.

Used for statements of possibility and capa®
or causal.

The OTTF intends to address possible &

requirements and recommendations in

Open Group Standard (2014)
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