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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for i rther maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different dpproval criteria needed for
the different types of document should be noted. This document was drafted\in ascordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see Www.iso.org/dir)e/c\t\i

rights. Details of any patent rights identified during the of the,document will be in the
Introduction and/or on the ISO list of patent declarations-recei .i80. atents).

eaning of ISO specific terms and
ation about ISO's adherence to the

© ISO/IEC 2018 - All rights reserved v


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/foreword.html
https://webstore.iec.ch/publication/62957&preview

This is a preview - click here to buy the full publication

ISO/IEC 20248:2018(E)

Introduction

This document specifies a “language” which is used to specify data constructs with; how the data
constructs can be read from one or more AIDC; and how to decode and verify such data.

This document is an ISO/IEC 9594-8 (Public Key Infrastructure: digital signatures and certificates)
application specification for automated identification services. Data capacity and/or data transfer
capacity of Automated Identification Data Carriers are limited. This restricts the normal use of a digital
signature as specified in I[SO/IEC 9594-8 within automated identification services.

This document specifies an effective and interoperable method to specify, read, decode and verify data
stored in automated identification data carriers, independent from real-time remgte control. Meta
parameters included in a digital certificate are used to achieve

— offline integrity verification of the data source and data originality,

— a verifiable data structure description to enable interoperability of
and automated identification data carriers,

— a verifiable data encoding method to achieve compact dat$
automated identification data carriers (the JSON data forprat
the encoder and decoder),

W)y and it is advised that only internationally
B 186-4 and IEEE P1363, be used.

This document should be™used
environment.

NOTE Many transpory/applicatiens secure non-transferable unique identifier to ensure that
the data are bound to the\tag\and e. For such functionality, please refer to ISO/IEC 29167. This
specification provide echandsm™g ensure the integrity and authenticity of the data themselves in order to
protect against alterations o0 tiom\of false data into the system. It does not provide any means to defend
against replay at ncluding the\secure non-transferable unique identifier of a tag, as signed data, allows for
the unrefutable li e tag and the data and provides a means to determine if the data were read from
the tag. The reader ca d DigSig in another DigSig, effectively signing the read transaction. A third

party can then verify thatthe read transaction happened at a given place and time, as well as the data read.
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Information technology — Automatic identification and
data capture techniques — Data structures — Digital
signature meta structure

1 Scope

This document is an ISO/IEC 9594-8 (Public Key Infrastructure: digital signatures and certificates)
application specification for automated identification services. It specifies a method whereby data
stored within a barcode and/or RFID tag are structured, encoded and digi
8 is used to provide a standard method for key and data descriptionfua ement and distribution. It

Carriers are restricted. This restricts the normal use of a Digital $igna iedMn ISO/IEC 9594-
8 within automated identification services.

offline use case.
This document specifies

— the meta data structure, the DigSig,
data,

— the public key certificate paramete
K i Wy rus

containers,

ed data description, the read methods and private

— the method tospedify, 3 i verify, encode and decode the structured data, the DigSig
Data Descri

— the source of the data is as indicated on the DigSig Certificate used to verify the DigSig with;

— ifasecured identifier of the data carrier is included in the DigSig it contains, then the data stored on
the data carrier can be considered as the original issued copy of the data; the secure identifier will
be able to guarantee that the data carrier is authentic.

This document does not specify
— cryptographic methods, nor
— key management methods.

This document is used in conjunction with standard risk assessments of the use environment.
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 8824-1Y), Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic
notation — Part 1

ISO/IEC 9594-12), Information technology — Open Systems Interconnection — The Directory — Part 1:
Overview of concepts, models and services

ISO/IEC 9594-83), Information technology — Open Systems Interconnection — The Directory — Part 8:
Public-key and attribute certificate frameworks

ISO/IEC 9899, Information technology — Programming languages — C

ISO/IEC 18004, Information technology — Automatic identification and g
Code bar code symbology specification

ISO/IEC IEEE 9945, Information technology — Portable Operatiag
Specifications, Issue 7

[ETF 3986, Uniform Resource Identifier (URI): Generic Syntax
IETF RFC 56469, Tags for Identifying Languag,

O

1) ITU-T X.680 is equivalent to ISO/IEC 8824-1.

2) ITU X.500 is equivalent to ISO/IEC 9594-1, and is the commonly used reference for standard and terminology.
3) ITU X.509 is equivalent to ISO/IEC 9594-8, and is the commonly used reference for standard and terminology.
4) 1EFT RFC 5646 is the reference specification of the IETF BCP 47.
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