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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC 4TC

The main task of the joint technical committee is to prepare Interhati Is. Praft International
Standards adopted by the joint technical committee are circulated to\natioha ies™ oting. Publication as

may be the subject of patent
atent rights.

Attention is drawn to the possibility that some of the ele
rights. ISO and IEC shall not be held responsible for ide
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Introduction

As the Internet becomes a more pervasive part of daily life, various services are being provided via the
Internet, such as Internet banking, remote healthcare, etc. In order to provide these services in a secure
manner, the need for authentication mechanisms between subjects and the service being provided becomes
even more critical. Some of the authentication mechanisms already developed include token based schemes,
personal identification and transaction numbers (PIN/TAN), digital signature schemes based on public key
cryptosystems, and authentication schemes using biometric techniques.

traits of individuals, are difficult or impossible to
the choices are usually limited. T

+other personally identifiable information (Pll) for
authenticating individuals,q_thi eeded to assure the security of the data record
containing biometric |nfo >’of biometric references with other PIl and the sharing

[ ic i ion acro ake it extremely difficult for organizations to assure the

of biometric information
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Information technology — Security techniques — Biometric
information protection

1 Scope

this International Standard provides requirements and guidelines fo
management and processing of biometric information.

This International Standard specifies the following:

— analysis of the threats to and countermeasures inhe
models;
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