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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEE€Rjrectives, Part 2.

The main task of the joint technical committee is to prepare International Standafds. Dxaft International
Standards adopted by the joint technical committee are circulated to naty 5
Publication as an International Standard requires approval by at least 75
casting a vote.

Attention is drawn to the possibility that some of the elements of thi nent may bethe subject of
patent rights. ISO and IEC shall not be held responsible for identj

ISO/IEC 27001 was prepared by Joint Technical Committée 156 ormation technology,
Subcommittee SC 27, IT Security techniques.

This second edition cancels and replaces tk st dn (IO/@ 2
technically revised.

001:2005), which has been
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0 Introduction

0.1 General

This International Standard has been prepared to provide requirements for establishing, implementing,
maintaining and continually improving an information security management system. The adoption of an
information security management system is a strategic decision for an organization. The establishment
and implementation of an organization’s information security management system is influenced by the
organization’s needs and objectives, security requirements, the organizational processes used and the
size and structure of the organization. All of these influencing factors are expected to change over time.

The information security management system preserves the confidentiality, integrity and availability
of information by applying a risk management process and gives confiden(e to tterested parties that
risks are adequately managed.

It is important that the information security management system
organization’s processes and overall management structure and At d
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INTERNATIONAL STANDARD ISO/IEC 27001:2013(E)

Information technology — Security techniques —
Information security management systems — Requirements

1 Scope

This International Standard specifies the requirements for establishing, implementing, maintaining
and continually improving an information security management system within the context of the
organization. This International Standard also includes requirements for the-assessment and treatment

e sments set out in this
ations, regardless

ISO/IEC 27000, Information technolog
systems — Overview and vocabulary

O

techuiques Information security management

© ISO/IEC 2013 - All rights reserved 1


https://webstore.iec.ch/publication/11286&preview

	Section sec_1
	Section sec_2
	Section sec_3
	Section sec_4
	Section sec_4.1
	Section sec_4.2
	Section sec_4.3
	Foreword
	0	Introduction
	1	Scope
	2	Normative references
	3	Terms and definitions
	4	Context of the organization
	4.1	Understanding the organization and its context
	4.2	Understanding the needs and expectations of interested parties
	4.3	Determining the scope of the information security management system

