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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

International Standards are drafted in accordance with the rules given in thedSQ/IEC Directives, Part 2.

ISO/IEC 27002 was prepared by Joint Technical Committee ISO/IEC J1 ation technology,
Subcommittee SC 27, IT Security techniques.

Attention is drawn to the possibility that some of the elements ofthi ent mayMe the subject of
patent rights. ISO shall not be held responsible for identifying a such ights.

This second edition cancels and replaces the first edition (I \s 2700232005), which has been
technically and structurally revised.

O
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0 Introduction

0.1 Background and context

This International Standard is designed for organizations to use as a reference for selecting controls
within the process of implementing an Information Security Management System (ISMS) based on
ISO/IEC 27001[10] or as a guidance document for organizations implementing commonly accepted
information security controls. This standard is also intended for use in developing industry- and
organization-specific information security management guidelines, taking into consideration their
specific information security risk environment(s).

Organizations of all types and sizes (including public and private sector, commercial and non-profit)
collect, process, store and transmit information in many forms including electroni¢, physical and verbal
(e.g. conversations and presentations).

the organization, information security risks arealways p . Effective information security reduces
these risks by protecting the organization agaipSt threa wlnerabilities, and then reduces impacts

procedures, organizational st rae and Hardware functlons These controls need to
be established, implemented, itere i proved, where necessary, to ensure that the

specific security and bu S ¢ antzation are met. An ISMS such as that specified in
ISO/IEC 27001[10] takes st i ed iew of the organization’s information security risks in
order to implement a compréhe it rmation security controls under the overall framework

Many information s : n designed to be secure in the sense of ISO/IEC 27001[10] and this
standard. The securi an be achieved through technical means islimited and should be supported

In amore general sense, effective information security also assures management and other stakeholders
that the organization’s assets are reasonably safe and protected against harm, thereby acting as a
business enabler.

0.2 Information security requirements

It is essential that an organization identifies its security requirements. There are three main sources of
security requirements:

a) the assessment of risks to the organization, taking into account the organization’s overall business
strategy and objectives. Through a risk assessment, threats to assets are identified, vulnerability to
and likelihood of occurrence is evaluated and potential impact is estimated;

b) the legal, statutory, regulatory and contractual requirements that an organization, its trading
partners, contractors and service providers have to satisfy, and their socio-cultural environment;
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c) the set of principles, objectives and business requirements for information handling, processing,
storing, communicating and archiving that an organization has developed to support its operations.

Resources employed in implementing controls need to be balanced against the business harm likely
to result from security issues in the absence of those controls. The results of a risk assessment will
help guide and determine the appropriate management action and priorities for managing information
security risks and for implementing controls selected to protect against these risks.

ISO/IEC 27005[11] provides information security risk management guidance, including advice on risk
assessment, risk treatment, risk acceptance, risk communication, risk monitoring and risk review.

0.3 Selecting controls

Controls can be selected from this standard or from other control sets, or néw controls can be designed
to meet specific needs as appropriate.

management and applicable for most orgamzatlons '
along with lmplementatlon guidance. More informg

Information has a
transmission to itg

security shouldhe taken into account at every stage. New system developments and changes to existing
systems present oppoftunities for organizations to update and improve security controls, taking actual
incidents and current and projected information security risks into account.

0.6 Related standards

While this standard offers guidance on a broad range of information security controls that are
commonly applied in many different organizations, the remaining standards in the ISO/IEC 27000
family provide complementary advice or requirements on other aspects of the overall process of
managing information security.

RefertoISO/IEC27000 forageneralintroductiontoboth ISMSs and the family of standards.ISO/IEC27000
provides a glossary, formally defining most of the terms used throughout the ISO/IEC 27000 family of
standards, and describes the scope and objectives for each member of the family.
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Information technology — Security techniques — Code of
practice for information security controls

1 Scope

This International Standard gives guidelines for organizational information security standards and
information security management practices including the selection, 1mplementat10n and management
of controls taking into consideration the organization’s information securit} environment(s).

a) select controls within the process of implementing an Informa gement System

based on ISO/IEC 27001;[10]
b) implement commonly accepted information security cop

c) develop their own information security manageme

2 Normative references

e edition cited applies. For undated
including any amendments) applies.
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