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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The procedures used to develop this document and those intended for i rther maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different gpproval criteria needed for
the different types of document should be noted. This document was drafted\in ascordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see Www.iso.org/dir,e/c\t\i

rights. Details of any patent rights identified during the
Introduction and/or on the ISO list of patent declarations

For an explanation on the voluntar Q eaning of ISO specific terms and
expressions related to conformity assessmehg, 8 o information about ISO's adherence to the

Any feedback or 3 Chis ymeqt should be directed to the user’s national standards body. A
complete listing : i Yat www.iso.org/members.html.

This third edition~ca aces the second edition (ISO/IEC 27005:2011) which has been
technically reviséd. 1ch rom the previous edition are as follows:

implementation vf theISMS requirements specified in ISO/IEC 27001 (see Introduction);

— ISO/IEC 2700132005 has been removed from Clause 2;
— ISO/IEC 27001 has been added to the Bibliography;
— Annex G and all references to it have been removed;

— editorial changes have been made accordingly.
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Introduction

This document provides guidelines for information security risk management in an organization.
However, this document does not provide any specific method for information security risk management.
It is up to the organization to define their approach to risk management, depending for example on
the scope of an information security management system (ISMS), context of risk management, or
industry sector. A number of existing methodologies can be used under the framework described in
this document to implement the requirements of an ISMS. This document is based on the asset, threat
and vulnerability risk identification method that is no longer required by ISO/IEC 27001. There are
some other approaches that can be used.

This document does not contain direct guidance on the implementation of the ISMS

equirements given
in ISO/IEC 27001.

This document is relevant to managers and staff concerned with informatio i nagement
within an organization and, where appropriate, external parties supporting i

O
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Information technology — Security techniques —
Information security risk management

1 Scope

This document provides guidelines for information security risk management.

This document supports the general concepts specified in ISO/IEC 27001 apd-js designed to assist the

information security.
2 Normative references
The following documents are referred

constitutes requirements of this docu
undated references, the latest edition of

systems — Overview and v{

9,
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