This is a preview - click here to buy the full publication ‘ ISO/I EC
STANDARD 27013

First edition
2012-10-15

Information technoloqgy

implementatio
ISO/IEC 20006

Reference number
ISO/IEC 27013:2012(E)

lEC

© [SO/IEC 2012


https://webstore.iec.ch/publication/11298&preview=1

ISO/IEC 27013:2012(E) This is a preview - click here to buy the full publication

@@
S

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2012

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +412274901 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2012 — All rights reserved


https://webstore.iec.ch/publication/11298&preview=1

This is a preview - click here to buy the full publication ISO/IEC 27013:2012(E)

Contents Page
FOr@WOId ... s s s s s s sssssssssssssssssssssssssssssnsssnsssnsssssnsssssnssssnnsnnnnnsnnnnnnnnnnnsnnnnnnnnnnnnnnnnn iv
1o T T { Lo o \'
1 8T o o - 1
2 NOIrMALiVe FefErENCES..... . ee e e e s s s s sm s e e e e e e s e s smmn e e e e eesanssssneeeneessnssnnnnns 1
3 Terms, abbreviated terms and definitionNs..........ccccciiiiiiiecciiir e g e
4 Overviews of ISO/IEC 27001 and ISO/IEC 20000-1

4.1 Understanding the International Standards

4.2 ISO/IEC 27001 CONCEPLS .....eumerrrrrrrisirssnmerrrrreisssssssmsrsssssssssssssnepagessahgesssdees e eeseshgeessdes séonssnnnnnnnsnssssssnnnes
4.3 ISO/IEC 20000-1 CONCEPLS ...ceerrerrrriicrnnmrrrrrrirssssssnmernrssssssssssonnnnesingahgssssheerssNess sty eensesssssssannnsssssssssnnns
4.4 Similarities and differences.........ccccoeeiiiiriiiiiiiiiiiiiiinnnnn, \

5 Approaches for integrated implementation

51 (€ 1Y 1= - | PR Z AR ST S USRI
5.2 (02T E=3 Lo (=Y = 1 oT ¢ E-R 03 Y o o o T X AN 7o S U S
5.3 Pre-implementation scenarios.................cccncdeennsdnn fone

EC Wit (RN € 11 o =Y - | D S \eeesdeerereefnnnn

5.3.2 Neither standard is currently 2 <

5.3.3 A management system exists whi
5.3.4 Separate management systems ex

6

6.1
6.2 Potential challenge .......................................................................................................................
6.2.1 The usage and me 9 :

6.2.2 Design and transitie
6.2.3 Risk ass p
6.2.4 Difference i

6.2.5 ageme

6.2.6 = LA B T 1Y 4 0= 3 O S
6.3 7= e b= LT o
6.3.1 if the

6.3.2 : < hanea e

6.3.3 | gemen L .17
6.3.4 aci T 1o 1= (1 =1 o |
6.3.5 ement of third party risk........ e ————
6.3.6 Continuity angd

6.3.7 Supplier ManagemeNnt............coiiiiiiir e ———————————————
6.3.8 Configuration Management...........ccociiiiiiiiiii i —————————
6.3.9 Release and deployment management..........ccccciiniiimminniinrs s ————————— 15
6.3.10 Budgeting and acCOUNtING .......cccceiiiiiiiiiiniiir s ———————— 15
Annex A (informative) Correspondence between ISO/IEC 27001:2005 and ISO/IEC 20000-1:2011.......... 16
Annex B (informative) Comparison of ISO/IEC 27000:2009 and ISO/IEC 20000-1:2011 terms.................. 18
7] o1 o =T ] 137 38
Figures

Figure 1: Comparison between concepts in ISO/IEC 27001 and ISO/IEC 20000-1 .........ccccccoccmmrrrcmmerinnnnens 3
Figure 2: Relationship between information assets in ISO/IEC 27001 and Cls in ISO/IEC 20000-1........... 8
Figure 3: lllustration of relationship between standards for incident management............ccccccocernnneenn. 10

© ISO/IEC 2012 — All rights reserved iii


https://webstore.iec.ch/publication/11298&preview=1

ISO/IEC 27013:2012(E) \ This is a preview - click here to buy the full publication

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
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Introduction

The relationship between information security and service management is so close that many organizations
already recognize the benefits of adopting both standards: ISO/IEC 27001 for information security, and
ISO/IEC 20000-1 for service management. It is common for an organization to improve the way it operates to
conform with the requirements of one International Standard and then make further improvements to conform
to the requirements of the other.

There are a number of advantages in implementing an integrated management system which takes into
account not only the services provided but also the protection of information aSsets\These benefits can be
experienced whether one standard is implemented before the other, or hoth standards are implemented

c) a reduction in implementation time
standards;

f) an organization certified
in ISO/IEC 20000-1;20
requirements.

The guidance is bu puklisha rsiops of both International Standards, ISO/IEC 27001:2005 and

asily fulfil the requirements for information security
International Standards are complementary in

ISO/IEC 20000-1:201%.

in detail.
This International Standard does not give guidance associated with the various legislation and regulations

outside the control of the organization. These can vary by country and impact the planning of an
organization’s management system.
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Information technology — Security techniques — Guidance on
the integrated implementation of ISO/IEC 27001 and
ISO/IEC 20000-1

1 Scope

This International Standard provides guidance on the integrated implementation of ISO/IEC 27001 and

ISO/IEC 20000-1 for those organizations which are intending to either:

a)

such as ISO 9001 and ISO 14001.

2 Normative referen

The following docume
indispensable for its app

the latest edition (@

ISO/IEC 20000-1:201
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