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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further~maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval critexjia needed for
the different types of document should be noted. This document was drafted/in“accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directivesy.

Attention is drawn to the possibility that some of the elements of thig’docuwent may be tife subject
of patent rights. ISO and IEC shall not be held responsible for iden¥ifying~3 all Such patent
rights. Details of any patent rights identified during the developr \5 Y
Introduction and/or on the ISO list of patent declarations receiye

constitute an endorsement.

For an explanation on the meaning of ISO specifi
as well as information about ISO’s adherence to
Technical Barriers to Trade (TBT) see the follo

ated to conformity assessment,
ganization (WTO) principles in the
.org/iso/foreword.html.

The committee responsible for thisrdocu
techniques.

, laformation technology, SC 27, IT Security
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Introduction

Information security policies or controls alone will not guarantee total protection of information,
information systems, services or networks. After controls have been implemented, residual
vulnerabilities are likely to remain that can reduce the effectiveness of information security and
facilitate the occurrence of information security incidents. This can potentially have direct and indirect
adverse impacts on an organization’s business operations. Furthermore, it is inevitable that new
instances of previously unidentified threats will occur. Insufficient preparation by an organization to
deal with such incidents will make any response less effective, and increase the degree of potential
adverse business impact. Therefore, it is essential for any organization desiring a strong information
security program to have a structured and planned approach to:

— detect, report and assess information security incidents;

— respond to information security incidents, including the actiya
prevent, reduce, and recover from impacts;

— ISO/IEC 27035-1, Principles of incid Qs this dogument), presents basic concepts and
phases of information security incidex 2 2 ow to improve incident management.
tructured approach to detecting, reporting,

— ISO/IEC 27035-2, Guidelines\ Q g for incident response, describes how to plan and
prepare for incidentxesp . : he “Plan and Prepare” and “Lessons Learnt” phases

ISO/IEC 27035 is other standards and documents that give guidance on the
investigation of, and\p wesStigate, information security incidents. ISO/IEC 27035 is not
a comprehenswe s a rencé for certain fundamental principles that are intended to ensure
that tools, techns methQdscan be selected appropriately and shown to be fit for purpose should

Vulnerablllty handling\by vendors is provided in ISO/IEC 29147 and ISO/IEC 30111, respectively.

ISO/IEC 27035 also intends to inform decision-makers that need to determine the reliability of digital
evidence presented to them. It is applicable to organizations needing to protect, analyse and present
potential digital evidence. It is relevant to policy-making bodies that create and evaluate procedures
relating to digital evidence, often as part of a larger body of evidence.

Further information about investigative standards is available in Annex A.
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Information technology — Security techniques —
Information security incident management —

Part 1:
Principles of incident management

1 Scope

This part of ISO/IEC 27035 is the foundation of this multipart Internatipgal Standard\]t presents basic
concepts and phases of information security incident management §nd i
principles in a structured approach to detecting, reporting, assessi
applying lessons learnt.

information security incident manage

2 Normative references

ISO/IEC 27000, Inform
systems — Over @

ISO/IEC 27035-2, Af
management —
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