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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for i rther maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different gpproval criteria needed for
the different types of document should be noted. This document was drafted\in ascordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see Www.iso.org/dir)e/c\t\i

rights. Details of any patent rights identified during the
Introduction and/or on the ISO list of patent declarations

The committee responsibleAor this do m%ls TC 1, Information technology, Subcommittee

SC 27, IT Security techniqu
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Introduction

Management of information security is a complex task that is based primarily on risk-based approach
and that is supported by several security techniques. The complexity is handled by several supporting
systems that can automatically apply a set of rules or policies consistently.

Within the management of information security, access management plays a key role in the
administration of the relationships between the accessing party (subjects that can be human or non-
human entities) and the information technology resources. With the development of the Internet,
information technology resources can be located over distributed networks and the access to them
needs to be managed in conformity under a policy and is expected to have common terms and models
as a framework on access management.

The framework for access management is one part of an overa
framework. The other partis the framework for identity managem
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Information technology — Security techniques — A
framework for access management

1 Scope

This International Standard defines and establishes a framework for access management (AM) and
the secure management of the process to access information and Information and Communications
Technologies (ICT) resources, associated with the accountability of a subjectwithin some context.

This International Standard provides concepts, terms and definitions 3 able tondistributed access
management techniques in network environments.

management functions.

The subjects involved in access management might be umi
systems, as defined in ISO/IEC 24760.

The nature and qualities of physical access contr
the scope of this International Standard«

2 Normative references

The following documents,

in whole or\in e O
indispensable for its appdicationy ated rcs, only the edition cited applies. For undated

management — R

ISO/IEC 24760-1: E 11;

ISO/IEC 24760-2:2Q% cshhology — Security techniques — A framework for identity

cture and requirements
ISO/IEC 291

framewor,

security contro
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