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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further~maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval critexia needed for
the different types of document should be noted. This document was drafted(in acgoxdance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directivesy.

Attention is drawn to the possibility that some of the elements of thig’docuwent may be tife subject
of patent rights. ISO and IEC shall not be held responsible for identifying~a all Such patent
rights. Details of any patent rights identified during the developr ®
Introduction and/or on the ISO list of patent declarations receiye

constitute an endorsement.

For an explanation on the meaning of IS
assessment, as well as information about ISO
Barriers to Trade (TBT), see the following URL

— Part 13: Air Interface for Security services crypto suite Grain-128A
— Part 14: Air Interface for'security services crypto suite AES-OFB

— Part 15: Air Interface for security services crypto suite XOR

— Part 16: Air Interface for security services crypto suite ECDSA-ECDH
— Part 17: Air Interface for security services crypto suite Crypto GPS

— Part 19: Air Interface for security services crypto suite RAMON
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Introduction

This international standard describes a crypto suite based on Elliptic Curve Cryptography (ECC) for the
ISO/IEC 18000- series of standards protocol. In particular, it specifies the use of Elliptic Curve Diffie-
Hellman (ECDH) key agreement in a secure channel establishment and the use of Elliptic Curve Digital
Signature Algorithm (ECDSA) in an authentication mechanism.

This international standard defines only mutual authentication for the ECDSA-ECDH cipher. An
Interrogator or a Tag authentication is not supported in this international standard.

ECDSA-ECDH cipher is a high-weight security protocol especially for active RFID system, aiming at
meeting those scenarios with high level security requirement.

The International Organization for Standardization (ISO) and Imternational Electrotechnical
Commission (IEC) draw attention to the fact that it is claimed that copap 'anc ith th is document may
involve the use of patents concerning radio-frequency identificatio S
identified below.

under reasonable and non-discriminatory terms and fonditions with app'cants throughout the world.
In this respect, the statements of the holders of these paten r'éht are registered with ISO and IEC.

Information on the declared patents n@ ained fro
NXP B.V.
411 East Plumeria, San José, CA 951 4-1?2‘4\US

China IWNCOMM Co., L

A201, QinFeng Ge, Xi’dn So wa e rk,
Zone, Shaanxi, P. R. C i

Impinj, Inc.
701 N 34th Street Seat e, 98103 USA

e applicable to this part of ISO/IEC 29167 can be found at www.

8 Keji 2nd Road, Xi'an Hi-tech Industrial Development

The latest inform
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Information technology — Automatic identification and
data capture techniques —

Part 16:
Crypto suite ECDSA-ECDH security services for air interface
communications

1 Scope

YEC 29167, an Interrogator or a Tag shall comply with all
b67, except those marked as “optional”.

d obligations
29167, an Interrogator shall

— implemen e Wi
and confo

datpry messages and responses format defined in this part of ISO/IEC 29167,
to the redevant part of ISO/IEC 18000

To conform to this paft of ISO/IEC 29167, an Interrogator may

— implement any subset of the optional parameters for message and response format defined in this
part of ISO/IEC 29167

To conform to this part of ISO/IEC 29167, the Interrogator shall not
— implement any messages and responses format that conflicts with this part of ISO/IEC 29167, or

— require the use of an optional, proprietary, or custom parameters for message and response format
to meet the requirements of this part of ISO/IEC 29167.
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2.3 Tag conformance and obligations
To conform to this part of ISO/IEC 29167, a Tag shall

— implement the mandatory message and response formatting defined in this part of ISO/IEC 29167
for the supported types, and conform to the relevant part of ISO/IEC 18000

To conform to this part of ISO/IEC 29167, a Tag may

— implement any subset of the optional parameters in the message and response formatting defined
in this part of ISO/IEC 29167

To conform to this part of ISO/IEC 29167, a Tag shall not

— implement any message and response formatting that conflicts with this paptlof ISO/AEC 29167, or

— require the use of an optional, proprietary, or custom parameter in nessage and xesponse

formatting to meet the requirements of this part of ISO/IEC 29167.

3 Normative references

The following documents, in whole or in part, are normatiyé Brens this“™document and are

ISO/IEC 18000-4, Information technology — ¢ ' identification for item management —
Part 4: Parameters for air interface communicati R, % X

ISO/IEC 19762 (all parts), Information techno MG dentification and data capture (AIDC)
techniques — Harmonized vocabulg

ISO/IEC 14888-3:20065
appendix — Part 3: Disc

< Security techniques — Digital signatures with
Inisms

ISO/IEC 11770-3:2008, ¢ hnology — Security techniques — Key management — Part 3:
Mechanisms using asymmetri o

ISO/IEC 9798-3% 3 hformation technology — Security techniques — Entity
authentication 3 hanis\s using digital signature techniques / Amendment 1: .

ISO/IEC 18031:2011, Information technology — Security techniques — Random bit generation
ISO/IEC 11770-6, Information technology — Security techniques - Key management — Part 6: Key derivation

RFC 3280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile
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