This is a preview - click here to buy the full publication

— INTERNATIONAL ISO/IEC
STANDARD 7816-11

Second edition
2017-12

Identification cards
circuit cards —

Part 11:
Personal veri

Reference number
ISO/IEC 7816-11:2017(E)

© ISO/IEC 2017


https://webstore.iec.ch/publication/62152&preview

This is a preview - click here to buy the full publication

ISO/IEC 7816-11:2017(E)

@%
S

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2017, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

Www.iso.org

ii © ISO/IEC 2017 - All rights reserved


https://webstore.iec.ch/publication/62152&preview

This is a preview - click here to buy the full publication

ISO/IEC 7816-11:2017(E)

Contents Page
FFOTE@WOIM ..........oooooooeoeee oo sk 8 iv
IIMETOAUICTION.........oooooeeee oot \%
1 S0P ... 1
2 NOTINATIVE FEEETEIICES ............ooooioeee s 1
3 Terms and AefiMETIOMNIS ... 1
4 Symbols and abbreviated terms
5 Commands for biometric verification and its related processes... ... 4
5.1 [0 T=) 4 1) = OO (SOOI SO 4

5.2 Commands for a static biometric verification process
5.3 Commands for a dynamic biometric verification process

5.4  Perform biometric operation command ... NN NN Ny
5.4.1 General definition of PBO command
5.4.2  Operations of PBO COMMANG ...y NorrrmgerrNoeee NS
5.4.3  Enrolment of biometric reference.......S ...\ N \eveeeeeeereerees
5.4.4  Retrieval of biometric reference. > ...

5.4.5 Comparison of biometric probe/. ... ...\ Yo
5.4.6  Feedback mechanism during i

6 Commands for specific use casé i
6.1 GeNETal. .o N D
6.2 Use case for ISO/IEC 24761y

6.2.1  Operations of PB@
6.2.2
6.2.3
6.2.4
7 Data elements

7.1 i

7.2

7.3

information data object (VIDO). ..o

information template (VIT) e
Annex A etlic verification ProCess...... ...
Annex B (it ative) Examples of biometric information data objects
Annex C (informative) Tag list of biometric data objects in biometric information template............
BIDIIOGIAPIIY ... 26

© ISO/IEC 2017 - All rights reserved iii


https://webstore.iec.ch/publication/62152&preview

This is a preview - click here to buy the full publication

ISO/IEC 7816-11:2017(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its furthe

maintenance are

Attention is drawn to the possibility that some of the elements of this ¢ & y e Subject of
patent rights. ISO shall not be held responsible for identifying any i

expressions related to conformity assessment\a
World Trade Organization (WTO) principles i
URL: www.iso.org/iso/foreword.html.

This document was prepared by
Cards and personal identification.

This second edition ca S 2
technically revised. Th ‘
command that enables ICCs 0 t

Alist of all parts in the [
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Introduction

The ISO/IEC 7816 series of standards specifies integrated circuit cards and the use of such cards for
interchange. These cards are identification cards intended for information exchange negotiated between
the outside world and the integrated circuit in the card. As a result of an information exchange, the card
delivers information (computation result, stored data) and/or modifies its content (data storage, event
memorization).

Five parts in the ISO/IEC 7816 series are specific to cards with galvanic contacts and three of them
specify electrical interfaces.

— ISO/IEC 7816-1 specifies physical characteristics for cards with contact

— ISO/IEC 7816-2 specifies dimensions and location of the contacts.

— ISO/IEC 7816-3 specifies electrical interface and transmission pxotocs

— ISO/IEC 7816-12 specifies electrical interface and operatio

— ISO/IEC 7816-8 spé

— ISO/IEC 781©pe
— ISO/IEC 7816-1154pe

— ISO/IEC
ISO/IECTHQ536(all pa ecifies access by close coupling. ISO/IEC 14443 (all parts) and ISO/IEC 15693
(all parts) specifyhaccessby radio frequency. Such cards are also known as contactless cards.

The International~@rganization for Standardization (ISO) and International Electrotechnical
Commission (IEC) draw attention to the fact that it is claimed that compliance with this document may
involve the use of a patent concerning Authentication Context for Biometrics (ACBio) instance specified

in ISO/IEC 24761, given in 6.2.
[SO and IEC take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the ISO and IEC that he/she is willing to negotiate licences
under reasonable and non-discriminatory terms and conditions with applicants throughout the
world. In this respect, the statement of the holder of this patent right is registered with ISO and IEC.
Information may be obtained from:

Toshiba Corporation, Toshiba Solutions Corporation, 1-1, Shibaura 1-chome, Minato-ku, Tokyo 105-
8001, Japan.
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INTERNATIONAL STANDARD ISO/IEC 7816-11:2017(E)

Identification cards — Integrated circuit cards —

Part 11:
Personal verification through biometric methods

1 Scope

This document specifies security-related interindustry commands to be used forpersonal verification

constitutes requirements of this document. For dated refe

commands for interchange :

ancedy only the edition cited applies. For
t (intluding any amendments) applies.
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