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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC 4TC

The main task of the joint technical committee is to prepare Internati Js. Praft International
Standards adopted by the joint technical committee are circulated to\nationa ies oting. Publication as

ay be the subject of patent
patent rights.

Attention is drawn to the possibility that some of the ele
rights. ISO and IEC shall not be held responsible for ide

cards:

— Part1:
— Part2:
— Part 3:
— Part4:

— Part 6:
— Pant7:
— Part 8: Commands for security operations

— Part 9: Commands for card management

— Part 10: Electronic signals and answer to reset for synchronous cards

— Part 11: Personal verification through biometric methods

— Part 12: Cards with contacts — USB electrical interface and operating procedures
— Part 13: Commands for application management in a multi-application environment

— Part 15: Cryptographic information application
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Introduction

ISO/IEC 7816 is a series of standards specifying integrated circuit cards and the use of such cards for
interchange. These cards are identification cards intended for information exchange negotiated between the
outside world and the integrated circuit in the card. As a result of an information exchange, the card delivers
information (computation result, stored data), and/or modifies its content (data storage, event memorization).

Five parts are specific to cards with galvanic contacts and three of them specify electrical interfaces.

— ISO/IEC 7816-1 specifies physical characteristics for cards with contacts.

— ISO/IEC 7816-2 specifies dimensions and location of the contacts.

— ISO/IEC 7816-4 specifies organization, secti

— ISO/IEC 7816-6 specifig

— ISO/IEC 7816-7§dfi
— |ISO/IEC 7816-8 spégi

— ISO/IEC 7816-15 spegifies cryptographic information application.

ISO/IEC 10536 ') specifies access by close coupling. ISO/IEC 14443 "8 and ISO/IEC 15693 ¥ specify
access by radio frequency. Such cards are also known as contactless cards.

ISO and IEC draw attention to the fact that it is claimed that compliance with this document may involve the
use of the following patents and the foreign counterparts.

viii

JPN 2033906, Portable electronic device
JPN 2557838, Integrated circuit card
JPN 2537199, Integrated circuit card

JPN 2856393, Portable electronic device

© ISO/IEC 2013 — All rights reserved
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— JPN 2137026, Portable electronic device

— JPN 2831660, Portable electronic device

— DE 198 55 596, Portable microprocessor-assisted data carrier that can be used with or without contacts
ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured ISO and IEC that they are willing to negotiate licences under
reasonable and non-discriminatory terms and conditions with applications throughout the world. In this respect,

the statements of the holders of these patent rights are registered with ISO and IEC. Information may be
obtained from:

VAN

Contact Patent detaij

Toshiba Corporation JPN 2033906 (priority date: 1986-02-18;
Intellectual Property Division FRA 8614996, KOR 44664
1-1, Shibaura 1-Chome
Minato-ku, Tokyo
105-8001, Japan

Orga Kartensysteme Gmbh DE 198 55 Mty date: 1998-12-02; publication date: 2000-06-29)

Am Hoppenhof 3 o ) ) ] )
D-33104 Paderbo plicatio nding in Europe, Russia, Japan, China, USA, Brazil, Australia
Germany \/\
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INTERNATIONAL STANDARD ISO/IEC 7816-4:2013(E)

Identification cards — Integrated circuit cards —

Part 4.
Organization, security and commands for interchange

1 Scope

This part of ISO/IEC 7816 is intended to be used in any sector of activj

— methods for secure

— access meth@

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated refer-
ences, only the edition cited applies. For undated references, the latest edition of the referenced document
(including any amendments) applies.

ISO/IEC 7816-3, Identification cards — Integrated circuit cards — Part 3: Cards with contacts: Electrical
interface and transmission protocols

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for
interchange

ISO/IEC 8825-1:2002, Information technology — ASN.1 encoding rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)
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