This is a preview - click here to buy the full publication

— INTERNATIONAL ISO/IEC
STANDARD 7816-8

Third edition
2016-11-01

Identification card
circuit cards —

Part 8:
Commands

and sms for

Reference number

ISO/IEC 7816-8:2016(E)
e ° ©ISO/IEC 2016



https://webstore.iec.ch/publication/26164&preview

This is a preview - click here to buy the full publication

ISO/IEC 7816-8:2016(E)

@%
S

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2016, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

Www.iso.org

ii © ISO/IEC 2016 - All rights reserved


https://webstore.iec.ch/publication/26164&preview

This is a preview - click here to buy the full publication

ISO/IEC 7816-8:2016(E)

Contents Page
FOT@WOTM ...ttt iv
| 00 0 Yo L0 Ut 5 () ¢ OO v
1 S0P ... 1
2 NOIMALIVE FEECI@IICES ...........ooooooooeoeeeeeeeeeeeeeeeeeeeeeeeeesee oot 1
3 LS IR Y o 0 U2 00 0 ) 4 1
4 Symbols and abbreviated TEIIMIS ... 2
5 Interindustry commands for SeCUrity OPerations ... e

5.1 LTS3 0 U= = SN S

5.2 GENERATE ASYMMETRIC KEY PAIR COMMAN........cooooooiiiiniiiinineeioroeteee (oD eereeseesesesesessesssssssssessesseeee

5.3 PERFORM SECURITY OPERATION COMMAN ..o o N DN Do Nereoeeereereeseeeeeeeeseeeeeeee

5.3.1 (073 4 T=) = I NI WIS N

5.3.2
5.3.3
534
5.3.5
5.3.6
5.3.7
5.3.8
5.39

COMPUTE CRYPTOGRAPHIC CHECKSUM opexation

© ISO/IEC 2016 - All rights reserved iii


https://webstore.iec.ch/publication/26164&preview

This is a preview - click here to buy the full publication

ISO/IEC 7816-8:2016(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further~maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval critexia needed for
the different types of document should be noted. This document was drafted(in acgoxdance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directivesy.

Attention is drawn to the possibility that some of the elements of thig’docuwent may be tife subject
of patent rights. ISO and IEC shall not be held responsible for iden¥ifying~3 all Such patent
rights. Details of any patent rights identified during the developr ®
Introduction and/or on the ISO list of patent declarations receiye

technically revised.

Alist of all parts in the 15;9\7 3 ies can bg found on the ISO website.
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Introduction

ISO/IEC 7816 is a series of standards specifying integrated circuit cards and the use of such cards
for interchange. These cards are identification cards intended for information exchange negotiated
between the outside world and the integrated circuit in the card. As a result of an information exchange,
the card delivers information (computation result, stored data), and/or modifies its content (data
storage, event memorization).

— Five partsare specific to cards with galvanic contacts and three of them specify electrical interfaces:
— ISO/IEC 7816-1 specifies physical characteristics for cards with contacts;

— ISO/IEC 7816-2 specifies dimensions and location of the contacts;

ISO/IEC 7816-3 specifies electrical interface and transmission prQtocols far asynchronous cards;

— eraty A ’'USB cards.

— ISO/IEC 7816-

ISO/IEC- ‘

ISO/IEC
(all part

© ISO/IEC 2016 - All rights reserved v


https://webstore.iec.ch/publication/26164&preview

This is a preview - click here to buy the full publication

INTERNATIONAL STANDARD ISO/IEC 7816-8:2016(E)

Identification cards — Integrated circuit cards —

Part 8:
Commands and mechanisms for security operations

1 Scope

document also provides informative directives on how to constr
ISO/IEC 7816-4 defined commands.

The choice and conditions of use of cryptographic mechanism j

3 & Sy only the edition cited applies. For
undated references, the latest edition of the r : (including any amendments) applies.

commands for interchange :

it cards — Part 4: Organization, security and
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