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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work. In the field of information technology, ISO and IEC have established a joint
technical committee, ISO/IEC JTC 1.

The procedures used to develop this document and those intended for itsfurther maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for
the dlfferent types of document should be noted. This document was drattedyn acsordance with the

For an explanation on the meaning oRISONspe arfd expressions related to conformity
assessment, as well as information apout ISO'S\g ace to the World Trade Organization (WTO)
principles in  the  Technical Trade (TBT) see the following

URL: Www.iso.org/iso/m\(orm

EC 9594 series, published under the general title Information technology
ection — The Directory, can be found on the ISO website.
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Introduction

Many applications have requirements for security to protect against threats to the communication of information. Virtually
all security services are dependent upon the identities of the communicating parties being reliably known, i.e.,
authenticated.

This Recommendation | International Standard defines a framework for public-key certificates. This framework includes
the specification of data objects used to represent the public-key certificates themselves, as well as revocation notices for
issued public-key certificates that should no longer be trusted. It defines some critical components of a public-key
infrastructure (PKI), but it does not define a PKI in its entirety. However, this Recommendation | International Standard
provides the foundation upon which full PKIs and their specifications can be built.

Similarly, this Recommendation | International Standard defines a framework for attribute certificates. This framework
includes the specification of data objects used to represent the attribute certificates themselves, as well as revocation
notices for issued attribute certificates that should no longer be trusted. It defines some critical components of a privilege
management infrastructure (PMI), but it does not define a PMI in its entirety. However, this Recommendation |
International Standard provides the foundation upon which full PMIs and their specificationyca

seventh edition of this Recommendation | International Standard.

This eighth edition specifies versions 1, 2 and 3 of public-key cert
and version 2 of attribute certificates.

to cryptographic algorithms de
modules.

Annex C, which is a
certificate extension t

Annex G, which is not an integral part of this Recommendation | International Standard, provides examples of privilege
policy syntaxes and privilege attributes.

Annex H, which is not an integral part of this Recommendation | International Standard, is an introduction to public-key
cryptography.

Annex I, which is not an integral part of this Recommendation | International Standard, contains examples of the use of
certification path constraints.

Annex J, which is not an integral part of this Recommendation | International Standard, provides guidance for public-key
infrastructure (PKI) enabled applications on the processing of certificate policy while in the certification path validation
process.

Annex K, which is not an integral part of this Recommendation | International Standard, provides guidance on the use of
the contentCommi tment bit in the keyUsage certificate extension.

Annex L, which is not an integral part of this Recommendation | International Standard, includes public-key and attribute
certificate extensions that have been deprecated.

vi Rec. ITU-T X.509 (10/2016)


https://webstore.iec.ch/publication/60664&preview

This is a preview - click here to buy the full publication

Annex M, which is not an integral part of this Recommendation | International Standard, gives a short introduction to
directory and distinguished name concepts.

Annex N, which is not an integral part of this Recommendation | International Standard, provides some general
considerations on strong authentication.

Annex O, which is not an integral part of this Recommendation | International Standard, contains an alphabetical list of
information item definitions in this Recommendation | International Standard.

Annex P, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.

@%
S
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Public-key and attribute certificate frameworks

1 Scope

This Recommendation | International Standard addresses some of the security requirements in the areas of authentication
and other security services through the provision of a set of frameworks upon which full services can be based. Specifically,
this Recommendation | International Standard defines frameworks for:

—  public-key certificates; and

— attribute certificates.

both certificate types and for all revocation list schemes This Recommenda
of extensions, which is expected to be generally useful across a numbe

2 Normative referg

The following Recom
constitute provisions o

of the Recommendations\and, St 3 ted Below. Members of IEC and ISO maintain registers of currently valid
International Standafd$\The Tk nication Standardization Bureau of the ITU maintains a list of currently valid

2.1 Identical Rew endations | International Standards

—  Recommendation ITU-T X.411 (1999) | ISO/IEC 10021-4:2003, Information technology — Message
Handling Systems (MHS) — Message Transfer System: Abstract Service Definition and Procedures.

—  Recommendation ITU-T X.500 (2016) | ISO/TEC 9594-1:2017, Information technology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services.

—  Recommendation ITU-T X.501 (2016) | ISO/IEC 9594-2:2017, Information technology — Open Systems
Interconnection — The Directory: Models.

—  Recommendation ITU-T X.511 (2016) | ISO/IEC 9594-3:2017, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition.

—  Recommendation ITU-T X.519 (2016) | ISO/IEC 9594-5:2017, Information technology — Open Systems
Interconnection — The Directory: Protocol specifications.

—  Recommendation ITU-T X.520 (2016) | ISO/IEC 9594-6:2017, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

—  Recommendation ITU-T X.660 (2011) | ISO/IEC 9834-1:2012, Information technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures and
top arcs of the International Object Identifier tree.
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—  Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

—  Recommendation ITU-T X.690 (2015) | ISO/IEC 8825-1:2015, Information technology — ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER).

—  Recommendation ITU-T X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Access control framework.

—  Recommendation ITU-T X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Non-repudiation framework.

—  Recommendation ITU-T X.841 (2000) | ISO/IEC 15816:2002, Information technology — Security
techniques — Security information objects for access control.

Paired Recommendations | International Standards equivalent in technical content

—  Recommendation ITU-T X.800 (1991), Security architecture for Open Syste reonnection for CCITT
applications.

ISO 7498-2:1989, Information processing systems — Open Systems
Model — Part 2: Security Architecture.

Basic Reference

Recommendations
—  Recommendation ITU-T X.1252 (2010), Baseline identity maxggen grms_andydefinitions.

Other references
— IETF RFC 791 (1981), Internet Progocol.
— IETF RFC 822 (1982), Standard fox the : g ext Messages.

Q : i W A Unifying Syntax for the Expression of
Names and Addresses of Objects onfthe Networka iq the World-Wide Web.

— IETF RFC~452 ghtwe] irectory Access Protocol (LDAP) Schema Definitions for X.509

Certiﬁc

IETF RFC
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