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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC 4TC

. Praft International
oting. Publication as
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Introduction

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC)
draw attention to the fact that it is claimed that compliance with this document may involve the use of a patent
concerning MAC Algorithm 1 (MDx-MAC) given in Clause 6.

ISO and IEC take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured ISO and IEC that he is willing to negbotiate\licenses under
reasonable and non-discriminatory terms and conditions with applicants throughout
the statement of the holder of this patent right is registered with ISO and IEC. |
from:

such patent rights.

O
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Information technology — Security techniques — Message
Authentication Codes (MACs) —

Part 2:
Mechanisms using a dedicated hash-function

1 Scope

its round-function) with an n-bit result to calculate an m-bit
integrity mechanisms to verify that data has not been alte

The three mechanisms specified in thi§ part o 9797 are based on the dedicated hash-functions
specified in ISO/IEC 10118-3. The first mgchanisr pnmonly known as MDx-MAC. It calls the hash-
function once, but it mak€s oific e nd-function in the hash-function by adding a key
to the additive constants_in the(roundsunction—Thg sécond mechanism is commonly known as HMAC. It
calls the hash-functip i echanisnyis a variant of MDx-MAC that takes as input only short

strings only.

This part of ISO/I
application.

NOTE

The following referergéd documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 10118-3:2004, Information technology — Security techniques — Hash-functions — Part 3: Dedicated
hash-functions

ISO/IEC 10118-3:2004/Amd.1:2006, Information technology — Security techniques — Hash-functions —
Part 3: Dedicated hash-functions — Amendment 1: Dedicated Hash-Function 8 (SHA-224)
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