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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO
and IEC have established a joint technical committee, ISO/IEC JTC 1.

IEEE Standards documents are developed within the IEEE Societie \ dards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. [ he evelops its standards
through a consensus development process, approved by the Ameri io ‘ Institute, which

' p product. Volunteers
IEEE administers the

- ether any licensing terms or conditions provided in
connection with submissjo \ \ e-of a Patent Statement and Licensing Declaration Form, if
any, or in any lice or non-discriminatory. Users of this standard are expressly
advised that dete@' ‘ oft e va'lty of any patent rights, and the risk of infringement of such rights, is
entirely their own o[l

Association.

N\ ‘ : . . :
eement _betiveen 1ISO and IEEE. IEEE is responsible for the maintenance of this document
nd input from ISO/IEC national bodies.

cooperation ay
with participation

ISO/IEC/IEEE 8802 consists of the following parts, under the general title Information technology —
Telecommunications and information exchange between systems — Local and metropolitan area networks —
Specific requirements

— Part 1: Overview of Local Area Network Standards

— Part 2: Logical link control

— Part 5: Token ring access method and physical layer specifications

— Part 11: Wireless LAN medium access control (MAC) and physical layer (PHY) specifications

— Part 1X: Port-based network access control

— Part 1AB: Station and media access control connectivity discovery

© |EEE 2015 — All rights reserved iii
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— Part 1AE: Media access control (MAC) security
— Part 1AR: Secure device identity
— Part 1AS: Timing and synchronization for time-sensitive applications in bridged local area networks

— Part 15-4: Wireless medium access control (MAC) and physical layer (PHY) specifications for low-rate
wireless personal area networks (WPANS)

This corrected version of ISO/IEC/IEEE 8802-22 incorporates the following corrections.

The abbreviation MAC has been corrected in the English title and the part title has been d for the French title.
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Abstract: This standard specifies the air interface, including the cognitive medium access control
layer (MAC) and physical layer (PHY), of point-to-multipoint wireless regional area networks
comprised of a professional fixed base station with fixed and portable user terminals operating in
the VHF/UHF TV broadcast bands between 54 MHz to 862 MHz.

Keywords: broadband wireless access network, cognitive radio, fixed user terminals, |IEEE
802.22, portable user terminals, radio spectrum sensing, regional area network, WRAN standards
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of
the TEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy
of any of the information or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly
resulting from the publication, use of, or reliance upon this. or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific
purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards documents
are supplied “AS 1S.”

The existence of an IEEE Standard does not imply that there are no other ways to prod CE. test, measure, purchase,
market, or provide other goods and services related to the scope of the IEEE Standard. he wewpomt
expressed at the time a standard is approved and issued is subject to change brought 3 2
state of the art and comments received from users of the standard. Every IEEE Stand
every five years for revision or reaffirmation. or every ten years for stabilizatiofi™

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by The Institute
of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center.
To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 802.22-2011, IEEE Standard for Information Technology—
Telecommunications and information exchange between systems—Wireless Regional Area Networks (WRAN)—
Specific requirements—Part 22: Cognitive Wireless RAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications: Policies and Procedures for Operation in the TV Bands.

This standard specifies the air interface of broadband wireless access (BWA) systems for fixed and portable
user terminals supporting multimedia services. The medium access control layer (MAC) supports a point-
to-multipoint architecture. The MAC is structured to support a physical layer (PHY) specification
especially suited for operation in TV broadcast bands while avoiding interference to the incumbent
broadcast services.

Notice to users

Laws and regulations

Copyrights

This document is copyrighted by the I
private uses. These include both use,

is the\current edition and whether it has been amended through the issuance of
i or errata, visit the IEEE Standards Association web site at

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the IEEE-SA web site at http://standards.ieee.org.

Errata

Emrata, if any, for this and all other standards can be accessed at the following URL:
http://standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL
for errata periodically.
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Interpretations

Current interpretations can be accessed at the following URL: http:/standards.iece.org/reading/icee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence
or validity of any patent rights in connection therewith. A patent holder or patent applicant has filed a
statement of assurance that it will grant licenses under these rights without compensation or under
reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses. Other Essential Pateny-Claims may exist for

discriminatory. Users of this standard are expressly advised that det i validi any patent
rights, and the risk of infringement of such rights, is entirely their own Sibilty. information
may be obtained from the IEEE Standards Association.
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IEEE Standard for Information Technology—

Telecommunications and information exchange
between systems

Wireless Regional Area Networks (WRAN)—
Specific requirements

Part 22 Cognitive Wirele

and
ations:

IMPORTANT
environmenta
safety, security, en

pot intended to ensure safety, security, health, or
e standard are responsible for determining appropriate
practices or regulatory requirements.

{ appear in all publications containing this document and may
“Impartam Notice” or “Impartam Notices and Dndmmers

1. Overview

1.1 Scope

This standard specifies the air interface, including the cognitive medium access control layer (MAC) and
physical layer (PHY), of point-to-multipoint wireless regional area networks comprised of a professional
fixed base station with fixed and portable user terminals operating in the VHF/UHF TV broadcast bands
between 54 MHz to 862 MHz.
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|IEEE Std 802 22-2011
IEEE Standard for Wireless Regional Area Networks Part 22: Cognitive Wireless RAN Medium Access Control (MAC)
and Physical Layer (PHY) specifications: Policies and procedures for operation in the TV Bands

1.2 Purpose

This standard is intended to enable deployment of interoperable IEEE 802® multivendor wireless regional
area network products, to facilitate competition in broadband access by providing alternatives to wireline
broadband access and extending the deployability of such systems into diverse geographic areas. including
sparsely populated rural areas. while preventing harmful interference to incumbent licensed services in the
TV broadcast bands.

1.3 Reference application

The Wireless Regional Area Networks (WRANSs) for which this standard has been developed are expected
to operate primarily in low population density areas in order to provide broadband access to data networks.

its EIRP and antenna height. The MAC can also accommodate user te
proper scheduling of the traffic in the frame when exceptional RE
present. With the PHY implemented in this standard, WRAN systes

without special scheduling.

FETN

[/ ey

Adaptive
modulation

Figure 1 n IEEE 802.22 WRAN cell with a base station and user terminals

A base station (BS) complying with this standard shall be able to provide high-speed Internet service for up
to 512 fixed or portable customer premise equipment (CPE) devices or groups of devices within its
coverage area assuming different quality of service (QoS) requirements for various CPEs. while meeting
the regulatory requirements for protection of the incumbents.

The standard includes cognitive radio techniques to mitigate interference to incumbents, including
geolocation capability, provision to access a database of incumbent services, and spectrum-sensing
technology to detect the presence of incumbent services, other WRAN systems, and IEEE 802.22.1
wireless beacons.
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2. Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. At the time of publication, the editions indicated were valid. All
standards and specifications are subject to revision, and parties to agreements based on this standard are
encouraged to investigate the possibility of applying the most recent editions of the references listed below.

ANSI X9.62-2005, Public Key Cryptography for the Financial Services Industry: The Elliptic Curve
Digital Signature Algorithm (ECDSA), November 2005.

ANSI X9.63-2001, Public Key Cryptography for the Financial Services Industry: Key Agreement and Key
Transport Using Elliptic Curve Cryptography, November 2001.

IEEE Std 802%-2001, IEEE Standard for Local and Metropolitan Area
Architecture. >3

IEEE Std 802.16™-2009, IEEE Standard for Local and Metropolita
Interface for Broadband Wireless Access Systems.

J. Schoenwael@
IETF RFC 2758,

Monitoring,” K. Xhite

IETF RFC 5216:The EAP-TLS Authentical Protocol, March 2008.

IETF RFC 5246, The Transport Layer Security (TLS) Protocol Version 1.2, August 2008.

! ANSI publications are available from the Sales Department, American National Standards Institute, 25 West 43rd Street, 4th Floor,
New York, NY 10036, USA (http://www.ansi.org/).

? TEEE publications are available from the Institute of Electrical and Electronics Engineers, Inc., 445 Hoes Lane, Piscataway, NJ
08854, USA (http://standards ieee org/).

* The TEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.

* FIPS publications are available from the National Technical Information Service (NTIS), U. S. Dept. of Commerce, 5285 Port Royal
Rd., Springfield, VA 22161 (http://www ntis.org/).

* Internet Requests for Comments (RFCs) are available on the World Wide Web at the following fip site: venera isiedu; logon:
anony—mous; password: user's e-mail address; directory: in-inotes.
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IETF RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile, May 2008.

IETF RFC 5281, Extensible Authentication Protocol Tunneled Transport Layer Security Authenticated
Protocol Version 0 (EAP-TTLSv0), August 2008.

IETF RFC 5649, Advanced Encryption Standard (AES) Key Wrap Algorithm with Padding, August 2009.

NIST Special Publication 800-38D, Recommendation for Block Cipher Modes of Operation:
Galois/Counter Mode (GCM) and GMAC, November 2007.°

NMEA 0183, Interface Standard of the National Marine Electronics Association, Version 4.00
http://www.nmea.org/content/nmea_standards/nmea_083 v _400.asp.

Radio Regulations, International Telecommunications Union, Geneva, Switzerld

SEC 4, Standards for Efficient Cryptography Group (SECG)—SEC 4: E Ju-Vagston€ Implicit
Certificate Scheme (ECQV) Working Draft, March 9, 2011, http://w¥ : aid-785/secd-
0.97.pdf.’

Trusted Computing Group, “TPM Main Specification Leve i( Reviy] 03)—Part 1-—Design
Principles,” July 2007, http://www.trustedcomputinggroup/. org/ [files)ACD19914-1D09-3519-

Trusted Computing Group, “TPM Main §pecifica el 2 P«Revision 103) —Part 2-
Structures of the TPM,” October 2006,
http://www.trustedcomputinggroup.org/filgs/n
AD22EA2911D4E9D0/mainP2Structrev |

U.S. FCC, ET
Operation iy

S NIST SP 800-38D can be found at http://csrc.nist.gov/publications/nistpubs/800-38 D/SP-800-38 D.pdf.
" At the time this standard published, SEC 4 was still in draft form. The draft can be found at http://www.secg.org/. Alternately, users
may contact the IEEE to obtain this draft.
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