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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different a val criteria needed for

Introductlon and/or on the ISO list of patent declaratlons receive
list of patent declarations received (see http:
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Introduction

Ever since ebooks have grown in popularity, copyright protection has been an important issue for
authors and publishers.

While the distribution of ebooks around the world is mostly based on the open EPUB standard,
most ebook retailers are using proprietary technologies to enforce usage constraints on digital
publications in order to impede oversharing of copyrighted content. The high level of interoperability
and accessibility gained by the use of a standard publishing format is therefore cancelled by the use
of proprietary and closed technologies: ebooks are only readable on specific devices of software
applications (a retailer "lock-in" syndrome), cannot be accessed anymore if the ebook distributor which
protected the publication goes out of business or if the DRM technology evolves drastically. As a result,
users are deprived of any control over their ebooks.

access to the publications acquired by their customers.

This is where this document comes into play.

O
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Information technology — Specification of DRM technology
for digital publications —

Part 2:
User key-based protection

1 Scope

This document defines a technlcal solutlon for encrypting resources N 1g1tl publications (especially

EPUB Open Container Format (OCF) 3.
epub-ocf

ISO 8601-1, Date and time

ISO/IEC 8824-1, Infor
notation — Part 1:

RFC 4627, The a}@ i
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